
FIGHTING PIRACY 
ACROSS THE GLOBE: 
SPOTLIGHT ON 
SOUTHEAST ASIA
Threats, Analysis & Action Items

It’s smarter, it’s safer. It’s VO.



Fighting Piracy Across the Globe: Spotlight on 
Southeast Asia

This document is VIACCESS SA (trading as VO) 
intellectual property; any copy is strictly prohibited.

2

Contents
Introduction.......................................................................................................................................................................................3

Executive Summary: Video Piracy in Southeast Asia............................................................................................................3

The TV Market in Southeast Asia.................................................................................................................................................4 

The Piracy Landscape in Southeast Asia..................................................................................................................................5 

Focus on Indonesia..........................................................................................................................................................................7 

Focus on Vietnam............................................................................................................................................................................9

Focus on Thailand...........................................................................................................................................................................11

Focus on Malaysia..........................................................................................................................................................................12

Piracy: Real World Examples........................................................................................................................................................13 

5 Recommendations for an Anti-Piracy Strategy..................................................................................................................16

Calculating Revenue Loss............................................................................................................................................................17

About Viaccess-Orca.....................................................................................................................................................................18

References.......................................................................................................................................................................................18



Fighting Piracy Across the Globe: Spotlight on 
Southeast Asia

This document is VIACCESS SA (trading as VO) 
intellectual property; any copy is strictly prohibited.

3

Introduction
Following our examinations of the situations in Spain and Eastern Europe, this report focuses on Southeast 
Asia, a geographically widespread market of diverse countries and economies, many of whom have quite 
severe problems with video piracy.

Video piracy is a global problem, but one which showcases many differences at the national level from 
country to country. There are numerous different pressures and events that have contributed to shape each 
territory’s own individual piracy profile, resulting in differences in the way that consumers watch pirated 
content, the specific content they seek out, and the subsequent threat and the effect it has on individual 
industries. We hope you find the following report illuminating and look forward to sharing with you our findings 
from other key markets in the future.

Executive Summary: 
Video Piracy in Southeast Asia
Southeast Asia is one of the most significant markets in the global broadcast economy. Geographically, 
economically, and linguistically diverse, it is comprised of a series of large national markets and powerful 
regional and local operators. OTT has disrupted the region significantly in recent years, but the exact effect on 
established Pay-TV operators varies on a per-country basis.

All countries have been affected by video piracy. As the region’s demand for video has boomed, so the 
amount of pirated content available has grown rapidly too. Aided by the pivot towards app-based television 
ecosystems and the regional prevalence of ISDs (Illicit Streaming Devices), video piracy is a constant threat to 
the revenues of all operators across Southeast Asia.

This report starts by examining the industry and piracy in Southeast Asia in general, before delving into detail 
on four countries that are at different stages in the battle against the pirates - Indonesia, Vietnam, Thailand, 
and Malaysia - and providing insight into the way VO’s anti-piracy services analyze the threat down to 
granular level. Lastly it provides recommendations for a coherent Anti-Piracy Strategy and details of our free 
service providing a detailed revenue loss analysis of any individual company’s exposure to piracy.
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In common with many regions around the world, the impact of the Covid-19 pandemic and subsequent 
lockdown legislation has led to a significant boom in video streaming across the region. For instance, recent 
figures show that total video streaming minutes on mobile alone grew 30% Q/Q in Q1 2020 across four key 
Southeast Asia markets1 and a further 19% Q/Q in Q2 to reach 657 billion2.

While pan-APAC figures tend to be distorted by the sheer population sizes of China and India on one end of 
the scale and by the comparative wealth of the Australasian market at the other, nevertheless a SEA SVOD 
boom can be easily discerned. The four previously mentioned countries alone put on 3 million subscriptions 
between Q1 and Q2 2020 to reach a total of ~10 million. 

To quote research from Media Partners Asia: “In Indonesia, SVOD has a long way to go but is showing 
encouraging signs of growth driven by affordable plans by key operators catering to the mobile mass market. 
Similar trends are occurring in Thailand though from a higher base. Philippines and Singapore continue to 
grow steadily.”

Netflix is the largest operator in the four territories — and indeed is a key player across the region — with 3.3m 
subscribers, followed by freemium operator Viu with 2.2m. This pattern is repeated across the region, with 
Netflix usually in the Top 5 online services alongside Google Play and some strong local competitors.

As far as Pay TV is concerned, an analysis of the SEA figures as part of APAC overall is instructive. While it only 
supplies 6% of the region’s total subs at 37.7 million, those generate 12% of its total revenues at $4.15 billion. 
In other words, Pay-TV ARPU in Southeast Asia is significantly evaluated compared to other territories in the 
region, roughly $110 as opposed to $52.

The TV Market in Southeast Asia

1 Indonesia, the Philippines, Singapore and Thailand
2 https://www.media-partners-asia.com/article.php?id=2329

(*) Vietnam, Indonesia, Philippines, Thailand, Malaysia, Singapore

ST South East Asia* = 37.7 M Subs i.e. 6% of total

Because of their population, China and India represent almost 80% of subscriptions, but 41% of revenues. 

ST South East Asia* = $4,153 M i.e. 12% of total

Multichannel Household By Market, 
as of December 2018 (Million)

Multichannel Revenue By Market, 
as of December 2018 (US$ Million)

Vietn
am

Philip
pin

es
Thaila

nd
Malay

sia

Sin
gapore

Hong Kong

 In
donesia

Ta
iw

an

11.6 9.3 7.2 6.1 5.2 4.7 1.9 0.8

100

50

0

Vietn
am

Philip
pin

es

Thaila
nd

Malay
sia

Sin
gapore

Hong Kong

 In
donesia

Ta
iw

an

1,324
1,091

2000

1000

0

788 691 523 492 423 335



Fighting Piracy Across the Globe: Spotlight on 
Southeast Asia

This document is VIACCESS SA (trading as VO) 
intellectual property; any copy is strictly prohibited.

5

The Piracy Landscape in Southeast Asia

Video piracy is unfortunately widespread across the whole of the APAC region. It has a particular foothold in 
Southeast Asia where the rise in online streaming of illegal content we have seen globally is exacerbated by 
endemic ISD usage (Illicit Streaming Device).

The numbers in relation to both are high. A recent YouGov consumer survey reported in the AVIA Asia Video 
Industry Report 2020 revealed that in Indonesia 29% of consumers use an ISD to access pirated content, 
while 63% of respondents access piracy streaming websites. In Vietnam, the numbers are worse: 66% use an 
ISD to access content and 61%  have accessed piracy streaming websites. In the Philippines, 34% use an ISD 
to access content while 66% use piracy streaming websites.

Pay-TV penetration varies from 11% in Indonesia to 54% in Vietnam. Cable dominates with close to 40% of 
the market, followed by DTH at 35% and IPTV at 25% (though it should be pointed out that DTH and Cable’s 
positions are reversed when it comes to revenue generation).

Across the region SVOD revenue has consistently been roughly one-third of that of Pay-TV, a trend that looks 
set to continue for the next few years at least.

“Consumers in South East Asia have an unhealthy appetite for viewing pirated
content via piracy streaming websites and illicit streaming devices (ISD).”

- Neil Gane, General Manager, AVIA Coalition Against Piracy (CAP)
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What is interesting is that the YouGov survey also provides evidence pointing to a relationship between access 
to pirated services via ISDs and the number of people who cancel their legal subscription services as a result. 
The results are in the table below.

The conclusion is clear: video piracy has a huge impact on legal subscriptions of video services and there is a 
direct correlation between the two.

The loss to the industry is both calculable and heavy. 45% of consumers in Thailand accessing content via 
ISDs, for example, is around 30 million people, or roughly 10 million households give the country’s rapidly 
changing demographics. If 30% of them have cancelled legal subscription services that amounts to a loss of 
3 million subscribers. At an ARPU in Thailand of $132 that is a figure approaching $1 billion across a three year 
period in Thailand alone. Widen that out across Southeast Asia and beyond and the scale of the losses starts 
to come into worrying focus.

Piracy in Asia in 2018 (mainly)
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Focus on Indonesia

How coordinated action against organized piracy can have a significant impact on 
the availability of illegal content

The market is dominated by telco Telkom Indonesia, which runs both the IPTV service UseeTV and the fiber 
broadband service, IndiHome, where it aggregates leading local OTT players such as HOOQ and iflix. DTH 
subscriber numbers are falling across the country, as IPTV and bundled broadband — also offered by several 
smaller operators — drive growth. Internet usage is at 52% of the Indonesian population, with growth mainly 
being driven by smartphone adoption. TV remains the most consumed media at 5 hours a day, with internet 
consumption (social media, browsing etc.) logging 3.5 hours.

Equally clocking up viewer hours in recent years has been illegal streaming app and website indoXXI. In a 
September 2019 survey, 44% of 18-34 year-olds admitted to having used it, while for 35% of those using 
illegal apps it was the most popular route to accessing free movies. This helped contribute to some worrying 
statistics for the country and its wider economy.

AVIA’s Coalition Against Piracy (CAP) started taking action against indoXXI in August 2019, all together 
blocking 2400 individual sites and applications with the actual main site being shut down in January 2020. As 
the following graph shows, the result has been a 68% decrease in pirate traffic and a welcome 18% increase in 
legitimate video services.

$1 billion
cost of piracy in 2019

$200 million
value of lost employment

16,000 jobs 
not created due to pirate activity
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Site blocking is a key feature of CAP’s strategy in Indonesia

Impact of site blocking in Indonesia

indoXXI
shut down

The impact on individuals is also instructive too. Only 16% can be classified as serial reoffenders, with 50% no 
longer accessing pirate services at all and 34% rationalizing their viewing to only rarely access them.
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What happens to a market when piracy gets out of control

Urban markets in Vietnam are almost fully penetrated by Pay-TV yet, as previously mentioned, piracy is 
endemic. 66% of Vietnamese consumers has reported the use of an ISD to access content, while 61% have 
accessed piracy streaming websites.

A true pivot was detected in 2017, when after years of slowly subsiding BitTorrent rates there was a sudden 
switch to accessing streaming piracy websites. The pageviews of an average user of piracy websites jumped 
150% between January 2016 and December 2017.

By March 2018, local piracy site views totaled 46.6 million per month, a massive 12.43 times higher than those 
logged at legitimate sites.

Indeed, one of the most notorious websites in global video piracy, 123Movies (also known as GoStream 
and MeMovies), which regularly racked up close to 100 million visitors per month, was hosted in Vietnam. 
Emphasizing the global nature of video piracy, it was even listed in 2016 by TorrentFreak as not only the 
most-used pirate site in the UK but, with an Alexa rank of 81, was even one of the 100 most-visited sites in the 
country3.

Focus on Vietnam

3 https://torrentfreak.com/pirate-sites-remain-popular-in-the-uk-despite-website-blockades-161022/

Host Streaming / Linking P2P

Piracy traffic by category

* The count of pageviews is the total number of times the pages of a website were 
 viewed or refreshed within the selected time period. Page views per million indicates 
 that fraction of all the page views by Alexa Toolbar users go to a particular site.
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In 2017 it was listed in the MPAA’s ‘Notorious Markets Overview’, and was eventually shut down in March 
the following year following the launch of a criminal investigation in Vietnam and what the MPAA termed 
‘significant industry engagement’4. It left behind just a note that said: “Please pay for the movies/shows, that’s 
what we should do to show our respect to people behind the movies/shows.”

“Since its closure, many copycat sites have emerged,” wrote the MPAA seven months later. “This ring of piracy 
services had been blocked in at least eight countries prior to its shut down and efforts are underway to shut 
down the copycats as well.”

Efforts continue.

4 https://www.motionpictures.org/wp-content/uploads/2018/11/notorious-markets-final.pdf
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Using coordinated measures to change the balance between illegal and legal 
streaming

Thailand has seen what is described as mixed subscriber growth across Pay-TV offerings in recent years, 
with the rate of adoption remaining static between 2018 and 2019 at 34% of households. OTT adoption has 
been limited by a combination of affordability and IP infringement, though the affordability problem is being 
addressed by OTT services accessing new viewers via established telecom billing systems.

It is estimated that 49% of Thai consumers watch a legitimate SVOD service at least once a month. However, 
53% use illegal streaming website or torrent sites5.

A landmark study by Asst. Prof Pacharasut Sujarittanonta at the Chulalongkorn University illustrated some of 
the impacts of video piracy in the country. Headline figures are:

New site blocking provisions were rolled out by the Department of Intellectual Property  (DIP) and Ministry of 
Digital Economy & Society (DE) in August last year, which it is hoped will have the same dramatic effect as 
was witnessed in Indonesia. In the meantime, as the CAP states: “Targeted enforcement remains a key focus 
and collaboration with the DSI against the SakkarinSai8 piracy syndicate had an impact on over 60 sites 
throughout Thailand. Enforcement targets which have tried to fill the substantial void left by the SakkarinSai8 
have been identified.”

Focus on Thailand

5 https://avia.org/thailands-department-of-intellectual-property-dip-and-the-ministry-of-digital-economy-and-society-des-launch-
new-website-blocking-provisions-in-efforts-to-clamp-down-on-online-piracy/

$1.87bn to $2.96bn  
or 0.35 to 0.55% of 2017 GDP
Yearly economic damage

24,030 to 37,956 
jobs lost
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How site blocking can lead to a dramatic reduction in illegal traffic 

Malaysia stands as another success story in the battle against video piracy across Southeast Asia. While the 
figures here are not as high as they are in some of the SEA countries, 23% of Malaysian online consumers 
have admitted to the use of an ISD, while 50% also said they had accessed streaming websites or torrent sites 
without paying. 

Of those using ISDs, nearly 64% said they had cancelled their subscription to some or all of the legal 
pay television services they previously maintained. As we have seen elsewhere in the world, these figures 
were further amplified amongst the younger demographic, with 76% of 18-34 year-olds cancelling legitimate 
subscription services as a result of ISD use.

However, a recent 2020 study researching content viewing behavior of Malaysian consumers found a massive 
64% decrease in consumers accessing piracy websites over the preceding 12 month period. This is largely 
due to the efforts of the Ministry of Domestic Trade and Consumer Affairs’ (MDTCA) site blocking efforts. The 
new figures see 22% of online consumers currently using piracy streaming websites or torrent sites to view 
pirated content, which is substantially less than the 61% from a similar survey conducted in August 2019. The 
same survey also found a 61% reduction in the number of consumers who use an illicit streaming device when 
compared to the August 2019 survey.

Focus on Malaysia

5 https://avia.org/thailands-department-of-intellectual-property-dip-and-the-ministry-of-digital-economy-and-society-des-launch-
new-website-blocking-provisions-in-efforts-to-clamp-down-on-online-piracy/

 2020 2019

61% 

22% 

Percentage of consumers using illegal sites in Malaysia
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Piracy: Real World Examples

As an illustration of the extent of video piracy in Southeast Asia, Viaccess-Orca monitors illegal TV services 
in several countries in order to help operators better understand what they have to: a) fight and b) further 
develop with Viaccess-Orca as their anti-piracy strategy partner. VO monitors more than 1.5 billion links 
worldwide with its Eye On Piracy service, harnessing powerful AI to swiftly process data and detect suspicious 
patterns. It has also developed a tool to specifically investigate the ‘professional’ end of the illegal services 
market and the sites that provide a full IPTV offering that competes with the local legal operator TV services.

For each site, VO manages an initial first level of investigation, collating information on the targeted countries 
and languages, all metadata information used to reach subscribers , and other more technical information 
such the as the number of scripts being run, the number of internal links, which advertising they integrate etc.  
At this stage operators can have a clear quantification of piracy affecting their subscriber base.

It is important to differentiate between global players that are targeting individual countries and localized 
services that are specific to the country in question.

We can illustrate this with two anonymized examples from Thailand.
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The Global Player

Website A offers illegal IPTV services covering multiple countries and territories. As is often the case with such 
global illegal services, the portals are in English and there is a sophisticated, not to mention comprehensive, 
offering of live and VOD content. 

Website A offers approximately 250 SD and HD channels specifically targeted at Thai audiences, both local 
content in Thai as well as international channels distributed to the Thai market.

It is a sophisticated, well-presented operation. Over 16,000 HD TV channels and 20,000 VOD titles are 
promised to monthly subscribers. These global illegal IPTV services are well organized from payment to 
offering 24/7 support, helping users to get access to their content with plenty of options for installation (ISDs, 
applications for Windows, Android, Smart TV, access with VLC, etc.). 
It publishes terms of service, privacy policy, refund policy, copyrights, etc…all elements to “protect” their 
service usage and to make users confident buying the service.

When it comes to payment, customers are swapped to another service that manages the billing system and 
PayPal is used to process payment. Above and beyond its illegal nature, this is a risky service for subscribers 
as it is an aggregator of other illegal service providers, any of which can disconnect from this offer at any time.

Website A Packages

16,000 HD channels

20,000 VOD titles

Smart TV and M3U for VLC and KODI & Android

Supported:
Apple TV, Amazon Fire Stick, Enigma 2

24/7/365 support

Automatic activation                                                                          

Payment: 
Credit card or PayPal

Features Costs

 3 Months
€35

6 Months 
€60

12 Months 
€110
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The Local Player

A deeper level of investigation uncovers the local market, which we will illustrate with Website B.

This is a less sophisticated service than Website A, with a much smaller number of live channels (around 200) 
while maintaining the same offer of 20,000 VOD titles, as well as titles from Netflix, etc. It offers fewer options 
in terms of playback (Android only), but it covers the list of channels you can find in any legal TV service from 
legal operators in the country and is offered in the Thai language throughout, making it highly localized and 
appealing.

It also offers a large variety of international content, with an emphasis on sports (and especially soccer) 
content.

Typically, these services are hijacked from feeds within the country itself, rather than sourced internationally. 
That way the illegal operator can take advantage of any localization efforts, such as the dubbing of Thai 
language commentary, for example.

Conclusion

VO has developed tools to go through those two levels of investigation, examining the threat from both global 
and local players. We also collaborate with operators to establish anti-piracy services to both protect their 
content on the one hand and retain the trust of the content owners supplying it on the other. 

In both cases, the global and the local, establishing the source of the piracy and taking action against that 
root remains the best option of closing down the service. It is important to remember though that, while 
successful in many cases highlighted in this report, IP Blocking does not of itself solve all piracy issues. It is 
dependent on local legislation, pirates can change servers and use multiple mirrors, end-users can use VPNs 
to circumvent blocking by local ISPs, servers can be hosted behind shared IP address used by services that 
can’t be blocked (such as hospital websites), and so on. You also cannot block piracy on social networks, 
which is why we recommend that IP blocking is used as a complement to watermarking to identify the source 
of the leak, and as an adjunct to a good tracking and notification system to address platforms that cannot be 
blocked.

This is why we make the following 5 recommendations for an effective anti-piracy strategy.



Fighting Piracy Across the Globe: Spotlight on 
Southeast Asia

This document is VIACCESS SA (trading as VO) 
intellectual property; any copy is strictly prohibited.

16

5 RECOMMENDATIONS 
for an Anti-Piracy Strategy

Web Monitoring and Take-Down 
Efforts underway from major rights holders in the region need to be expanded 
with a program of monitoring. Efforts should be focused on Search Engines 
and Social Networks. Coordination at national and international level needs to 
be improved. 

Review Video Chain 
The entire chain from production to distribution needs to be reviewed 
from start to finish to ensure there are no weak points, especially given the 
importance of locally-produced content in the region. AI can be used to 
analyze data traffic and detect suspicious patterns of usage.

Credentials Sharing  
Operators can take action against this by using analytics and other means, 
such as IP detection, to identify users using shared or stolen credentials to 
access services. These can then be encouraged to ‘convert’ to legitimate 
services. 

Watermarking 
Dynamic watermarking of content helps identify subscribers pirating content 
and facilitates investigations and legal actions against them. Realtime detection 
needs to be enacted to deal with the increasing prevalence of streaming. 

IP Domain Blocking 
In combination with watermarking, identify and block pirate domains across the 
region in concert with Network Operators and local authorities where relevant.

These measures, when combined in a holistic program of action, can be extremely effective in combatting 
piracy and starting to reinstate lost revenue. 

01

02

03

04

05
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Calculating Revenue Loss

As a free service to operators and broadcasters, Viaccess-Orca can undertake a detailed revenue loss  
analysis of an individual company’s exposure to piracy. This will analyze the current content offering and 
cross reference it with the most up-to-date data regarding piracy in the Southeast Asian, wider APAC 
markets, and beyond. 

The result will be an accurate projection of how much they are currently losing per year to piracy in different 
program categories and in different activities. This can then be compared to the cost of a coordinated anti-
piracy strategy which aims to improve the conversion rate of illegal streamer to legal subscriber.
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About Viaccess-Orca 
Viaccess-Orca is a leading global solutions provider of OTT and TV platforms, content protection, and advanced data solutions. The 

company offers an extensive range of innovative, end-to-end, modular solutions for content

delivery, protection, discovery, and monetization. With over 22 years of industry leadership, Viaccess-Orca helps content providers 

and TV operators shape a smarter and safer TV and OTT experience.

With its expertise in security, VO is also helping the digital manufacturing industry protect their assets. Viaccess-Orca is part of the 

Orange Group and the company’s solutions have been deployed in over 35 countries.

VO’s security technology has been recognized in recent high-profile awards from CSI and Video Streaming Exchange and recently 

passed Cartesian’s rigorous Farncombe Security Audit Watermark process. 

Copyright
The contents of this documentation are strictly confidential and the receiver is obliged to use them exclusively for his or her own 

purposes as defined in the contractual relationship. No part of Viaccess-Orca applications or this document may be reproduced or 

transmitted in any form or by any means, electronic or mechanical, including photocopying, recording, or by any information storage 

and retrieval system, without permission in writing from Viaccess S.A . The information in this document is subject to change without 

notice. Viaccess S.A does not warrant that this document is error free. If you find any error in this documentation or wish to make any 

comment, please report them to Viaccess-Orca in writing at documentation@viaccess-orca.com .
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