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1. The Drivers

Fraudulent Here, the prime motivator is some sort of financial gain. Hackers obtain compromised credentials that 
were leaked to the dark web. Using account checkers and bots, they validate these credentials against the 
video service and then offer them on marketplaces for a lower price than a legitimate subscription.

Whether driven by casual or fraudulent motives, credentials sharing often comes down to a third 
contributing factor: cost. This is particularly true in sports, where access to content often comes at a 
premium and more standalone video streaming services are coming to market. While such services offer 
good value for money individually, consumers cannot be expected, or afford, to subscribe to them all. This 
may drive some of them to access the content through illegitimate avenues.

People share credentials with their family and friends, as a goodwill gesture. But this type of sharing 
has become so prevalent that it is now considered a social norm. What’s more, people sharing 
with those who have become ex-girl/boyfriends or roommates often don’t bother to change their 
password once the relationship has ended. With no control over casual sharers, this can take on 
epidemic proportions.

Casual
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Ex-girlfriend Kid in college Work colleague

Casual Sharing Fraudulent Takeover of Credentials

Dormitory 
roommates

Credentials were compromised 
and leaked to the dark web

Obtain compromised 
credentials

Fraudulent user Access to service

Check if credentials are valid for 
the video service using bots

Monetise

Sell on marketplaces

The Drivers
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Revenue loss to 
pay TV operators 
due to sharing 
by 2024 2

Quantity of user 
credentials breached 
since beginning of 2019 1

of US consumers between 
the age of 21-40 are using 
someone else’s credentials 3

2.  Credentials Sharing and Fraud 
by the Numbers

of users under 21 
share passwords 5

of sports fans 
admit to using 
somebody 
else’s login on a 
device to watch a 
match, with 8.8% 
doing so on a 
regular basis 6

of millennials share passwords for 
streaming services, compared with 
19% of Generation X subscribers 
and 13% of Baby Boomers 7

Sources page 17.

of US 
consumers 
receive and use 
credentials for 
popular video 
platforms 4
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ON THE 
SURFACE

CONCLUSION

Andrew just noticed in his monthly bill that 
he paid to download three VOD events. But 
he doesn’t recall watching them.

Ben is a sports fan. He doesn’t want to 
pay big money for subscription to sports 
video apps. Instead, he bought an online 
subscription to his favourite sports app for 
US$12 per year!

WHAT YOU  
DON’T KNOW

Andrew’s email login and password were 
leaked to the dark web due to a data breach. 
His credentials were used for a one-time 
sting. The attacker also managed to access 
Andrew’s Personally Identifiable Information, 
making him a victim of identity theft.

Olivia is sharing her account with a friend 
who lives in a separate household. Olivia 
and her friend own three and four devices 
respectively. Olivia uses her devices mainly 
to watch kids’ and family content. The 
sharer is a sports addict, watching sports 
above the average, both at home and on 
mobile devices while commuting.

The credentials Ben is using were on a list 
of compromised credentials. Apparently, 
there’s a rightful owner to these 
credentials who is not aware that they are 
being used for another purpose. 

Andrew’s credentials are being exploited 
for fraudulent use.

This a typical case of casual sharing. This is a typical use of stolen credentials 
for financial gain.

3. Typical User Scenarios

Olivia is already signed up for two video 
services, though the show she would like to 
watch is now on another service. She decided 
to swap credentials with a friend who has a 
subscription to the service she wants.



7

Shoppy ecommerce platform
All examples are relevant to mid-2019

4. Credentials Sharing and Fraud In Action

Stolen credentials can easily be found for sale in different 
marketplaces, either on the open-web or the dark web. 
Credentials for popular streaming sports applications are 
posted on a weekly or monthly basis, and are available for 
just a few dollars. The questionable provider will be ready to 
replace them if they stop working.

Stolen streaming sports video app credentials are sold 
on legitimate ecommerce platforms such as Selly and 
Shoppy for as little as US$5-US$10 each.
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Dark web 
credential sales  
on SilkRoad

Credentials for viewing games from a major 
basketball league are easily found on Silk Road, an 
online black market on the dark web. They come 
with a lifetime warranty and cost just US$7-US$15 
for lifetime access (as long as the site is operational).

Accounts are shared on a daily to weekly basis on 
different forums, such as Nulled.to. The credentials 
are accessible for forum members who pay about €30 
annually, or for members who have gained enough 
reward points by sharing other credentials.

It is not only credentials that can be found on hacking 
forums and dark web. You can also find discussions 
around how to watch pay-TV for free as well as tools for 
checking the validity of credentials on different services.

Credentials Sharing  
and Fraud In Action

Providing illegitimate access to streaming video 
services has become a major industry and can be 
considered a direct competitor to your business.
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5. The Impact on Your Business

From the user scenarios shown in Section 3, it’s clear that behind each occurrence, there is more sinister activity lurking in the 
background that can negatively impact your business.

 Audience size
Accurately monitoring audience engagement and 
understanding fan behaviour patterns is especially 
important for sports rights holders, particularly those 
looking to evolve into direct-to-consumer businesses. 

As a content owner, not knowing the true quantity 
of eyeballs watching your content on your licensees’ 
platforms can reduce your ability to negotiate with 
third parties such as brand advertisers and potential 
rights buyers.

 Marketing
Without knowing the true demographics of all your 
subscribers, you may find that you are not targeting 
your marketing budget towards the correct audience. 

By being forced to run a “spray and pray” campaign, 
you’ll find it more challenging to acquire and retain 
customers.

 Infrastructure
Having non-paying users streaming content on your 
platform can cause a huge strain on your infrastructure. 
It may even require you to make expensive upgrades in 
order to maintain a high-quality viewing experience for 
your legitimate subscribers. 

Building out adequate infrastructure is especially 
important for promoters of major live or pay-per-view 
sporting events that drive high volumes or huge spikes in 
traffic. While the cost of buying infrastructure on-demand 
can be very high, providing a reliable, low-latency service 
is key as fans do not want to miss the live action.
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 Personalisation
Having multiple households using the same account 
credentials will give you misleading data about your 
legitimate subscribers. You’ll be unable to personalise 
your service with last-viewed content choices and 
recommendations, and you’ll be targeting ads for 
brands to the wrong people.

 Identity Theft
With your subscribers’ digital identity being 
jeopardised, this potentially opens the door to social 
engineering attacks and other cybercrime.

All of the above have the potential to tarnish your business 
reputation, reduce your leverage when negotiating content 
rights contracts, and ultimately reduce your income.

The Impact on Your Business
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Today, most streaming video service providers adopt the 
common wisdom blanket response across all account 
users. That means:

•  Applying limits on the quantity of concurrent streams

•  Limiting the number of devices each account can use

•  Introducing multi-factor authentication (MFA)

This may indeed address some of your issues. But it will 
also certainly inconvenience the legitimate subscribers 
on your platform who don’t deserve to be subjected to 
restrictions that interfere with their quality of experience.

You Could…

Offer them appealing packages 
excelling those of your competitors

Apply targeted sanctions and limit 
their usage until they pay

Segment your target audience to 
focus your marketing efforts on high-
conversion leads

Mitigate the risk as it happens

Instead of…

Frustrating your subscribers 
and limiting them to one or two 
simultaneous streams

Subsidising non-paying subscribers

Pushing the same campaigns to both 
legitimate subscribers and non-paying 
sharers

Sitting-back while your subscribers’ 
digital identity is jeopardised

6. The Common Response and Its Flaws
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By adopting a service-based solution combining automated tools and human 
intelligence, your business can shift away from a mindset of cutting losses. Instead, 
you can focus on taking action that turns threats into new revenue-generating 
opportunities for your business while keeping your subscribers’ digital identity safe.

What primary capabilities should you expect to find in such a solution and what would 
be their defining characteristics?

Provide Visibility
Before planning a strategy for action, you first need to understand the scope of sharing 
across your platform. An effective holistic visibility tool should have the following 
characteristics:

•  Measure the sharing across your subscriber base by providing aggregated results 
that let you analyse the problem according to different dimensions such as time, 
location, viewing preferences (e.g. content, genres).

•  Distinguish between honest users and shared accounts as identified by the account 
owners’ device and sharer devices.

•  Auto-scale so you can easily process and analyse dynamic volumes of data as your 
business grows and manage costs.

7.  The Smart Response:  
Adopt a Growth Mindset
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Act on the Marketing 
Opportunity
Once you have clearer visibility of sharing on your 
platform, it’s time to get granular by drilling down to 
the user level. That way, you can take advantage of the 
marketing opportunity by targeting the most appropriate 
response to the right user, in the most customer-friendly 
fashion. Your marketing tool should therefore be able to:

•  Identify each specific use-case helping you understand 
the motivation behind each sharing occurrence.

•  Micro-segment users within each account to 
help you distinguish between legitimate users and 
freeloaders, as well as identify the devices each one is 
using along with their viewing habits.

•  Personalise responses per user according to their 
status so you can either send targeted promotions, 
increase concurrency limits or set device limits, and 
therefore maximise subscriber value. For example, 
offering an account owner, who is sharing with family 
and friends, the opportunity to upgrade to a family plan.

•  Integrate with your campaign management system 
to automate appropriate responses towards each 
user at scale rather than hiring costly manpower.

The Smart Response:   
Adopt a Growth Mindset
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Secure Your Subscribers
Once you understand your credentials attack 
environment and the credentials that were either 
compromised or stolen and resold, you will want to act 
in order to protect your subscribers and your service. To 
do this, you will need a security tool that will:

•  Detect either stolen or compromised credentials in 
real-time/near-real time so you can respond rapidly 
to fraudulent activity

•  Differentiate between those devices that are 
associated with an account owner and those that 
belong to a fraudster that is benefitting from stolen 
credentials. This way, you can target your response to 
the right person and avoid inconveniencing innocent 
subscribers.

•  Integrate automatically with your current workflows, 
such as authentication service. You can then protect 
your subscribers and business by triggering disruptive 
and protective actions, like password reset, more 
efficiently.

The Smart Response:   
Adopt a Growth Mindset
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8.  Resolve In-House or  
Leave It to The Experts?

Like other cyber-security threats, credentials sharing is a big deal, particularly with respect to 
streaming video services. And yet, while the potential business loss is huge, offenders don’t need 
to invest huge sums of money to ensure a high-quality experience because they are essentially 
piggy-backing on your service.

For streaming video businesses, such as sports media rights owners, this begs the question: are 
you better off addressing this challenge in-house or leaving it to a specialist?

It is true that deploying your own in-house technology to apply restrictions, such as reducing 
concurrency, can offer a partial, short-term remedy. But if you are focused on delivering the best 
content, keeping your customers secure and happy, and growing your business, then there is 
really no substitute for working with the experts.

Only a vendor with proven experience in video- and cyber-security can provide all the layers of 
intelligence and automated tools that you need in order to pursue a strategy that focuses on visibility, 
marketing and security at scale.
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Behavioural Analytics
Behavioural analytics is about gaining insights into people’s 
behaviour. It involves creating machine-learning models based 
on data. These models can capture different behavioural patterns 
associated with sharing or fraud. Detecting credentials sharing or 
fraud requires a security specialist that can combine video usage 
analysis with cyber-security experience.

Multiple Experiences
Data equals experience. Each streaming video service provider brings 
a different type of experience. A video- and cyber-security specialist 
that has captured various patterns of user behaviour across multiple 
regions, times and locations has the advantage of being able to share 
models. That way, they can build stronger, more accurate algorithms for 
detecting sharing and fraud.

Human Intelligence
One of the many tactics for detecting credential sharing and fraud 
requires investigating marketplaces, phishing sites and tools for 
obtaining and validating credentials for streaming services. For example, 
deploying covert tactics to communicate with the seller, or even 
purchasing lists of stolen credentials. Such practices rely on human 
interaction rather than machine automation.

Here are a few examples:

Combining all of these together 
requires expertise from different 
domains. So, if you are looking to 
protect your subscribers and grow your 
business, it is imperative to choose a 
vendor that has extensive experience in 
both cyber- and video-security.

Resolve In-House or  
Leave It to The Experts?
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Sources

Sources for statistics shown on page 5.

1. Parks Associates Report: Password Sharing, Piracy Will Cost Streaming Companies $12.5B By 2024

2. Cyber Risk Analytics: August 2019, MidYear QuickView, Data Breach Report

3. Magid: - Millennials leaders in getting streaming TV for free

4. GlobalWebIndex flagship report on Entertainment in 2018

5. CNBC: Millennials are going to extreme lengths to share streaming passwords, and companies are missing out on millions

6. CNBC: Millennials are going to extreme lengths to share streaming passwords, and companies are missing out on millions

7. OLBG: Fans of the EPL Report
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Leveraging 30 years of experience, Synamedia enables operators and 
content owners to process, secure, distribute, and monetise premium video 
experiences across new and legacy devices to capture a greater share of the 
consumer video wallet.

Synamedia’s award-winning Credentials Sharing and Fraud Insight is a 
predictive analytics as-a-service (aaS) solution that leverages advanced 
analytics technologies combined with a world-class operational security 
(OpSec) team. This grants content owners and streaming video service 
providers visibility into sharing and fraudulent activity in their subscriber 
base, as well as the tools to take action for growth and protection. 

To address credentials sharing the smart way, contact Synamedia

About  
Synamedia

Published by

https://www.synamedia.com/video-solutions/video-security/credentials-sharing/
https://www.synamedia.com/about/#contact

