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The Asia Video Industry Association (AVIA) is the non-profit association of the 

international video industry in the Asia-Pacific region. AVIA is dedicated to the promotion of 

multi-channel pay-television via cable, satellite, broadband and wireless video networks.   

Previously known as CASBAA (the Cable and Satellite Broadcasting Association of Asia), 

AVIA was founded in 1991 and currently represents about 90 companies, located in 17 Asian 

countries and regions, providing television programming and curated over-the-top content to 

over 600 million homes in Asia and Australasia.   In addition to the multinational television 

networks and programmers, our members also represent leading corporations who are telecom 

companies, suppliers and manufacturers of cable, satellite and broadband video technology, 

related business service providers, and new media service providers.  

 

US-owned member organisations include A&E networks, Bloomberg Television, 

Brightcove, Discovery Networks Asia-Pacific, Intelsat, National Basketball Association, 

NBCUniversal International, Netflix, S&P Global Markets, Sony Pictures Television 

International, Star TV, The Walt Disney Company (South East Asia), WarnerMedia (Turner 

Broadcasting System and HBO) and Viacom International Media Networks. 

 

AVIA welcomes the opportunity to provide information to the US Trade 

Representative, as we have on many previous occasions, on the issue of protection of pay TV 

intellectual property rights in various Asian markets.   This market continues to make up a large 

and growing portion of US media companies’ international revenues, even as the industry 

continues to evolve.   Sales of video, whether delivered over traditional pay TV networks or 

via online “OTT” providers, in such a huge and diverse market continue to offer significant 

revenue opportunities to a wide array of US companies working in related industries.  

 

In our previous submissions for the Special 301 review, AVIA focussed on differing 

forms of copyright infringement, from cable piracy to pirated DVDs.   For the past few years 

we have highlighted the continually growing challenge seen in the growth of the illicit 

streaming device (ISD) and application ecosystem.   This year’s submission continues to build 

on that, highlighting the threat posed by ISDs while also addressing online streaming piracy 

websites and applications (or “apps”).   Whilst we have seen some governments begin to 

introduce legislation, or implement existing legislation, to tackle these threats, one of the 

biggest challenges remains that of a geographic nature, i.e. those who operate a piracy site or 

an infringing application and service are not always located in the same country as the servers 

on which the infringing content is retransmitted or stored nor the same country of those 

accessing it.   More often than not the rights holder is in yet a third country.  
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Over the past 12 months AVIA, through its Coalition Against Piracy (CAP) has 

continued to undertake and update a number of YouGov surveys across a range of Asian 

countries in an effort to benchmark the growing problem of ISDs and apps and online piracy, 

to assess consumer attitudes, and also to seek to measure the potential impact on the industry 

with an assessment on the threat to paid subscriptions.   In September 2019 the YouGov 

consumer survey in Indonesia found that 29% of online consumers use an ISD to access stolen 

content such as live sports channels and premium video-on-demand content and a staggering 

63% of users access piracy streaming websites. In Vietnam 66% use an ISD to access stolen 

content and 61% have accessed piracy streaming websites. In the Philippines 34% use an ISD 

to access pirated content and two thirds of Filipino online consumers (66%) use piracy 

streaming websites.  And in December 2019 a study in Taiwan found that 28% use an ISD to 

access stolen content and 33% have accessed piracy streaming websites. 

 

  From this research it is clear that consumers continue to use ISDs and relevant apps 

with ease, purchasing the ISDs both online and in stores.   A correlation can also be clearly 

seen between growth in ISD piracy and declines in paid video subscriptions.   The surveys 

recorded the number of online users admitting to obtaining access to commercial content 

through ISDs and then cancelling their subscriptions to legal Pay TV services, whether 

domestic or international, at a rate of approximately 50%.   This worrying trend has continued 

and impacts all aspects of the legitimate industry.  Although we have seen some regulators 

taking steps towards tackling piracy, a lot remains to be done to encourage all governments to 

put in place the necessary tools.  

 

We warmly welcome the US government’s continued attention to  the issue of piracy 

and need for increased IP protection.   USTR’s past attention to the ISD/app problem has been 

an important consciousness-raising tool.   

 

Following are AVIA’s comments and views on the markets selected for this 

submission, on a market-by-market basis, in alphabetical order: 

 

 

China 

Our focus in this paper is on online piracy, and the effects on other Asian markets of 

Chinese industrial practices.   China remains an epicentre of the Asian online piracy ecosystem.  

Piracy syndicates are now in operation in most Asian markets – and markets in other regions 

as well – where there is significant broadband penetration.   China-based syndicates provide an 

extensive range of hardware and services to facilitate piracy syndicates in other countries and 

regions.  The China-based operations have a prominent role in a) controlling the middle-ware 

technical infrastructure which allows for the monetization of illegally retransmitted TV 

channels and VOD content which is distributed around Asia, and b) manufacturing and 

distributing the ISDs which are either preloaded with infringing applications or can be easily 

equipped (uploaded) with them by retailers.    They also provide circumvention services 

bundled with ISD hardware, to facilitate “internet key sharing” piracy of satellite pay TV 

systems (see below). 
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There has been little enforcement action in China against international ISD 

syndicates.   Chinese authorities have stated that, while they impose regulatory barriers and 

licensing requirements on manufacture, outfitting and sale of IPTV set top boxes aimed at the 

domestic market (to prevent their being used for content objectionable to the Chinese state), 

they do not impose any restrictions on design, manufacture or sale of such boxes for 

export.   Some boxes are loaded before leaving China with software apps that access infringing 

streams; other boxes are fitted with one-click access to “App stores” which allow pan-Asian 

download of the infringing apps, and are operated by Chinese syndicates.   We are aware of 

only one case of an enforcement raid in China three years ago against a factory where infringing 

apps were being loaded on boxes prior to export; however there has been no positive 

outcomefrom that raid.  That case involved the Filstream illegal content service and we have 

seen no reports that any case resulting from the raid has been pursued.  

 

There are also a number of video encoder manufacturers in China that are proactive in 

facilitating video piracy (through ISDs or websites) by including a watermarking-removal 

mechanism in their encoders.   As watermarking is a technology implemented by content 

owners to aid in detection and termination of pirate video streams, it is patently clear that a 

watermark removal function is aimed at undermining the interests of legitimate content 

suppliers and content owners alike.   There is no legitimate reason to remove watermarking 

from video; in marketing these capabilities the Chinese manufacturers are providing essential 

technical capabilities for pirates around the world.   

 

Leading Chinese suppliers of hardware who openly market these circumvention 

capabilities include TBS Technologies International Limited and Oupree Technology 

Company Limited, both based in Shenzhen, whose websites have featured watermark-removal 

technologies as key selling points for their encoder hardware.   

 

Some Chinese syndicates specialize in providing “internet key sharing” (IKS) 

infrastructure that allows piracy operators in many countries to sell set-top boxes that receive 

real-time decryption data (keys) that permit continuous piracy of satellite pay TV program 

streams.   The syndicates in China offer a full suite of support services to local piracy operators, 

including: 

 Hardware (hybrid set-top boxes that receive IKS programming from satellites 
and/or IPTV programming over the internet), 

 The software that drives the boxes,  

 Hacking expertise that extracts the decryption codes and  

 Network services that relay those codes around the world.    
When the keys are changed, the Chinese syndicates break the new codes and immediately 

provide them to their affiliates in various countries.   

 

One such enterprise, Zhuhai Gotech Intelligent Technology Company Ltd., was 

unmasked in a 2016 civil suit in Texas; the resulting $102 million damage award was contested, 

but was upheld by the Federal appeals court in 2018, and denied certiorari by the Supreme 

Court.   (To this point, the award has not been paid and it is unclear whether it will ever be.)  

However, the Chinese piracy syndicate that owns GoTech has been undeterred by that 
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judgement – it continues to quite publicly offer – from its base in China – IKS piracy services 

on its international social media pages, under various brand names.   

 

AVIA would like to see the Chinese authorities take a much more pro-active stance in 

enforcement against illicit box manufacturers/app loaders/shippers, piracy equipment/service 

sellers, and also operators of infrastructure for ISD and IKS network services. 

 

 

Hong Kong 

Hong Kong continues to enjoy extremely high broadband penetration rates, at around 

just over 93%, one of the highest in Asia. Preloaded ISDs still remain a major concern with 

such devices being openly sold in large numbers at IT malls in Sham Shui Po and Wanchai as 

well as other locations around Hong Kong. A YouGov 2018 survey found that 24% of Hong 

Kong online consumers used an ISD to access infringing content, with 85% saying they had 

purchased the ISD from a physical retail outlet in Hong Kong. It is likely that that figure has 

increased since 2018. 

 

Unfortunately, there was negligible enforcement against ISD retailers in 2019. The 

continuing inability for the Hong Kong government to introduce any new legislation to tackle 

this increasing problem for the industry, has severely stymied the Hong Kong Customs from 

taking effective enforcement action against retailers of such preloaded ISDs. 

 

In addition to new copyright legislation we would encourage the Hong Kong authorities 

to broaden the scope of enforcement efforts outside of IP crimes to include other relevant and 

associated criminal activity such as conspiracy to defraud and money laundering offences.  In 

the UK, for example, ISD sales outlets have been pursued because their activities represent 

conspiracies to defraud.  A similar approach in Hong Kong could result in more effective 

repression of similar illegal activities.   However, while such actions are permitted under 

current Hong Kong law, there is a division of responsibility between Customs, which enforces 

the IP laws, and the Police, who have responsibility for the fraud statutes.  The Police, however, 

believe they do not have a mandate or resources to independently take this type of action.      

 

We would urge the US, in its dialogues with Hong Kong, to encourage them to revisit 

their policy, resourcing and education of the relevant departments in order to support more 

enforcement action being taken on behalf of both rights holders and consumers. Further, we 

note that, whilst many other markets are moving in the direction of denying consumer access 

to flagrantly infringing online locations through judicial or administrative site blocking, Hong 

Kong stands out as a market which, to date, is not.  

 

 

Indonesia 

We are pleased to report that substantial progress has been made in the last year, in 

tackling online video piracy in Indonesia. 
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In April 2019, AVIA was instrumental in the formation of the Video Coalition of 

Indonesia (VCI), a grouping of international companies and major local players in the content 

services market.  The members of VCI include: AVIA’s Coalition Against Piracy (CAP), 

APFI, APROFI, GPBSI, Emtek Group, MNC Group, Viva Group, Telkom Indonesia, 

Cinema 21 Group, CGV, Cinemaxx, HOOQ, iflix, Viu, GoPlay, Rewind, SuperSoccerTV 

and Catchplay. The VCI has taken a leading role in pressing the government for action 

against online piracy.  

 

The Ministry of Communications and Informatics (Kominfo) has been very responsive, 

and has undertaken, since June, a major program of blocking egregious piracy websites, in 

response to complaints filed by AVIA and the VCI.   Over 1,400 piracy sites and application 

domains have been blocked so far.  (Many of the sites were operated by the same syndicates; 

when one site was blocked the promoters quickly established a new domain and directed their 

users there.)   The IndoXXI syndicate has been one of the leading targets, with over 400 now-

blocked sites and application domains controlled by this syndicate alone.   (We believe this 

syndicate to have been the largest piracy syndicate in SE Asia – in early December it was 

ranked as the 721st most-visited website in the world as listed on Alexa.)   The Ministry’s 

rolling site blocking initiative produced a notable result with a 45% drop in unique viewers 

accessing IndoXXI sites and other piracy sites including live sports streaming sites.   

 

In December, AVIA released a consumer survey commissioned from YouGov, which 

found that 29% of Indonesian online consumers used an ISD to access pirated content and a 

staggering 63% of users access piracy streaming websites. The issue of the country’s egregious 

levels of online piracy was escalated to both the President’s and the Vice-President’s offices, 

culminating in government announcements that the IndoXXI operators would be identified and 

prosecuted unless they ceased their operations. The sustained site blocking, coupled with strong 

anti-piracy government rhetoric in the media, culminated in an announcement posted by 

IndoXXI on all its sites that it would cease operations as of January 1st (“It's very hard but 

must be done, thanks to all our loyal viewers.  Starting from January 1, 2020 we will stop 

showing films on this website in order to support and advance the country's creative industry.”)  

As of mid-January, it would appear that IndoXXI sites are inactive, although new sites with 

similar domain infrastructures but without the overt IndoXXI marketing, have recently been 

identified. The January 1st announcement of IndoXXI did result in the appearance of copycat 

IndoXXI sites, whose infrastructure and configuration were not as sophisticated as the initial 

IndoXXI setup, but no less problematic.  It would appear that the online piracy landscape 

remains syndicated with crime groups such as IndoXXI, LK21, Bioskoperen continuing to 

make substantial illicit profit from operating such streaming websites and applications.     

 

Sustaining the substantial level of effort and enthusiasm displayed by Kominfo in this 

work will be an important future challenge.  AVIA has continued to refer piracy sites to 

KOMINFO which has actioned such blocking requests within 72 hours. The VCI plans to 

continue its intensive dialogue with Kominfo and the rest of the government. 

 

There is a recognition by many in the content industry and the media that these large 

piracy networks are controlled by crime groups with associations to other profitable crimes, 

including gambling. We urge the government to take immediate enforcement action against 
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those Indonesian-based crime organisations who are behind the most egregious  networks of 

piracy sites.  

 

Online piracy has grown to be Indonesia’s most serious piracy problem, but meanwhile, 

there also remains a substantial problem in Indonesia’s provinces, with piracy in the form of 

unauthorized retransmission of TV channels by cable operators.   This problem has not gone 

away, but the rapid growth of broadband connectivity in Indonesian cities has produced an 

online piracy problem that is far larger and more pernicious. 

 

Therefore, our assessment of the online piracy situation in Indonesia is: 

 

 Piracy traffic is growing rapidly, as better broadband rolls out rapidly in urban 

areas. 

 Responding to pleas from the Indonesian and international content industry, the 
authorities have stepped up to the challenge, and have made energetic use of 

existing site-blocking procedures that can help stem this growth.   The 

government’s pro-active stance in applying its existing authorities to block 

consumer access to piracy websites and its strong anti-piracy rhetoric in the 

media has been laudable, putting Indonesia well ahead of most other 

governments in Asia. 

 This does not mean that government or industry can simply rest on our laurels.  
The online piracy landscape remains syndicated and the anti-piracy efforts must 

match the agility of the crime groups behind the piracy networks.  In 

consultations with the government, industry is currently urging criminal 

prosecution of those operators behind the most egregious piracy websites.   

 

 

Philippines 

Connectivity in the Philippines continues to grow, bringing an increasing online piracy 

challenge. Updated research done in mid-2019 by YouGov on behalf of AVIA’s CAP found 

that 34% of online consumers used an ISD to access copyright content, a rise of 6% in the past 

12 months. The survey also found that a staggering 66% of users have used streaming piracy 

websites or torrents to access premium content without paying a subscription fee. This is the 

highest rate of streaming online piracy in South East Asia found in all the YouGov surveys that 

CAP has commissioned. It is more critical than ever, therefore, that the Philippines focuses on 

implementing site blocking legislation to tackle this increasing problem.  

 

As we noted in our 2019 submission, an Online Infringement Act, which included a 

comprehensive section on administrative site blocking, was introduced to the Philippine 

legislature. Unfortunately, this did not progress and has not been resubmitted. We are aware 

that  Intellectual Property Office of the Philippines (IPOPHL)  is working on a Copyright 

amendment Bill to the Republic Act No. 8293, which will also reference an administrative site 

blocking mechanism. 
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AVIA in collaboration with local stakeholders, recently met with with IPOPHIL and 

provided draft language outlining an effective site blocking regime. We would encourage the 

Philippines to look towards Malaysia for the best regional example, as they have successfully 

implemented a one-Ministry, streamlined and responsive site blocking mechanism. 

 

 

Singapore 

Singapore is a highly developed country with a widely accessible broadband network. 

As of November 2019, Singapore has the fastest broadband network globally with an average 

download speed of more than three time faster than the global average. Singapore has been 

able to enjoy fast connectivity at a relatively low price point, thanks to continued government 

support of the National Broadband Network, which has resulted in widespread penetration.  

 

In January 2019, the Ministry of Law released its Singapore Copyright Review Report 

which, amongst many other proposed amendments to the Copyright Act, contained statements 

that the government would at some point legislate against sales, import, servicing, etc of ISDs 

and the associated apps.   The government stated that their policy position is to prevent the 

commercial gains derived from providing access to commercial content from unauthorised 

sources. This is a promising step forward although the lengthy time-frame of the review process 

is of concern to many in the content industry. Unfortunately, efforts to push for fast-tracking 

ISD criminalisation have fallen on deaf ears; to date, the wording of the draft amended Act has 

yet to be circulated for public consultation, and there has been no clear date provided on when 

the amended Act is to be submitted to Parliament. 

 

Singapore has very recently topped a poll as the Asian nation with the strongest laws 

protecting intellectual property (IP) rights. The index, developed by the US-based Property 

Rights Alliance, placed Singapore fourth overall in the world. Despite this, Singaporean 

consumers continue to maintain an unhealthy appetite for consuming pirated content. AVIA 

commissioned a YouGov study on ISD penetration in Singapore in early 2019, which revealed 

that 17% of Singaporean online users use ISDs. Of the 17% who possess ISDs, 9% of those 

have now cancelled subscriptions to legitimate services, revealing the detrimental effects of 

streaming piracy. ISDs were overtly available at both IT exhibition shows and popular IT Malls 

– in particular the infamous Sim Lim Square mall. The overt availability of ISDs at Sim Lim 

Square remain at egregious levels with more than ten retail outlets regularly selling such 

preloaded devices.  As AVIA advised USTR in response to its 2019 Notorious Markets 

consultation, we believe Sim Lim Square is such a notorious center for piracy and merits 

inclusion in that list.   

 

In light of the above, there is a clear need for the proposed new laws criminalising ISDs 

to be enacted expeditiously, and backed up by appropriate deterrent sentencing, as is now 

happening in other jurisdictions around the world, such as the UK and Hong Kong. Otherwise 

the laws by themselves provide little protection to Singaporean and international content 

companies whose businesses are severely suffering from premium content being stolen and 

monetised. Relying on a lengthy private criminal prosecutions process to deter a continually 

adapting piracy ecosystem is insufficient.  

https://www.straitstimes.com/business/economy/singapore-keeps-top-spot-in-asia-for-ip-protection
https://www.gov.uk/government/news/criminal-law-changes-to-online-copyright-infringement
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On a more positive note, the problem of ISDs being sold at large IT Exhibitions has 

been resolved. Following a series of meetings between the Infocomm Media Development 

Authority (IMDA), AVIA and the three major IT exhibition management companies in 

Singapore, all IT Exhibition management companies have now instituted a zero-tolerance 

policy on sellers of ISDs. 

IMDA’s new policy on banning the sale of ISDs at IT trade exhibitions evidently 

demonstrates that agency’s serious commitment to battling streaming piracy. Going forward, 

AVIA hopes for an efficient passage of the Singapore Copyright Review and new enforcement 

measures against the sale of ISDs. In addition, we would also recommend the creation of a 

consumer education campaign to raise awareness of the prevalent effects of online piracy to 

Singaporeans.  

 

 

Taiwan 

Taiwan continues to face similar challenges to other Asian markets with regard to 

online piracy. However, we note that the Taiwanese legislature updated Intellectual Property 

legislation in April 2019 which has now been successfully implemented by regulators. The 

amendments imposed criminal penalties with respect to the provision of piracy devices and 

apps.  However, as yet, there has been limited action on tackling online streaming piracy 

through illegal websites.  

 

YouGov research from December 2019, conducted on behalf of AVIA’s CAP, found 

that 33% of online consumers access streaming websites to view pirated content. On the 

positive side it did show that there had been a fall in ISD users in the last year from 33% to 

28%.  

 

AVIA would encourage the NCC to look at Malaysia for a “gold standard” approach in 

implementing administrative site blocking using a one-Ministry approach which ensures site 

blocking requests are fast tracked, streamlined and responsive, often with a 48-hour turnaround. 

 

 

Thailand 

In the last year, Thailand has made some good progress on enforcement activities 

against operators of pirate services using Thailand as a base for their activities.   An 

unprecedented level of effective cooperation among some government agencies – the 

Department of Special Investigations (DSI - Ministry of Justice), the IP Courts, and the 

Department of Intellectual Property (DIP), has resulted in some world-class enforcement 

operations: 

 

 Our submission in 2019 mentioned December 2018 DSI enforcement raids against 
a syndicate (known as the Sakkarinsai syndicate) operating more than 90 piracy 

websites.  Those initial raids have been followed by diligent follow-up and 

prosecution; the principal organizer of the syndicate has been cooperating with 

authorities on additional investigations. 
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 In November 2019, DSI agents raided and shut down Thailand’s most popular pirate 

movie streaming operation, “movie2free.com”.  The operation consisted of 25 very 

popular websites.   The site’s administrator was arrested and prosecution is ongoing. 

 In December 2019, the long-running case against the Expat TV syndicate (which 
promoted ISDs and websites targeted at primarily at English-speaking expats 

throughout Asia) finally concluded, with a British man and a Thai woman sentenced 

to a total of 22 million baht (about $700,000) in fines and confiscations, and 3.5 

years in suspended prison sentences.   According to press reports, the total amount 

of fines is the biggest ever paid for copyright infringement in Thailand, and among 

the highest anywhere in Asia. 

 

All of these pirate services had achieved substantial effects in international markets, so 

these strong Thai actions had positive effects all around Asia.  We are encouraged by the 

cooperative work of these agencies, which is to be commended, and we are hopeful it will be 

sustained in the future. 

 

On the legislative front, after further consideration following the public hearing process, 

the Office of the Council of State chose not to include section 43/11 in the forthcoming 

Copyright Act amendments. This section was meant to provide IP-law-based authorities for 

blocking pirate websites, but was likely considered redundant with the equally applicable 

authority in section 20 of the Computer Crime Act (CCA) to disrupt piracy online by blocking 

pirate websites. However, while the latter act has been in force for a year and a half, and around 

a dozen site blocking orders have been approved by the courts, there has still been negligible 

actual blocking, due to various technical and procedural issues. We urge the government to 

take a clear position to make the CCA provisions effective soon.   

 

 

Vietnam 

Although Vietnam has always had issues with piracy, there are increasing concerns 

with online video piracy becoming more prevalent due to improvements in broadband quality 

and growth in penetration. The top five most watched OTT services in Vietnam are free, many 

of them offering pirated content. In September 2019, AVIA commissioned  a consumer survey 

from YouGov, which found that 66% of Vietnamese online consumers used an ISD to access 

pirated content and 61% of users access piracy streaming websites and torrent sites. According 

to a local industry source, 95% of content on Vietnamese OTT services is pirated, as outlined 

in AVIA’s 2018 Vietnam in View report. Despite this, there are long-standing efforts in 

Vietnam to coordinate IP enforcement as stated by the 7th edition of the U.S. Chamber 

International IP Index. 

 

We would urge the US, in its dialogues with Vietnam, to encourage criminal 

enforcement against Vietnamese operators of the most egregious piracy streaming websites 

and applications. The amended Criminal Code which became effective on the 1st January 

2018  criminalises online piracy websites, however, despite referrals from industry, the 

amended Code has never been applied.  There have been occasional administrative sanctions 



 
 
 
 
 
 
 
 

PAGE 10 
 

applied against the operators of piracy websites, but this has resulted in small fines with little 

deterrent value.  

 

Vietnam is also in need of an efficient and cost-effective administrative site blocking 

protocol. An administrative site blocking process is currently available under the auspices of 

the regulator, Authority of Broadcasting and Electronic Information (ABEI). However few 

content owners have utilized this service, due to the costs required per blocked domain and the 

questionable efficacy of the block itself, especially when the blocked domains merely ‘hop’ to 

new domains.  


