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Proposed Amendments to the Copyright Act in response to MinLaw’s Public Consultation 

on Proposed Changes to the Copyright Regime in Singapore 

 

1. Introduction 

 

1.1 We refer to MinLaw’s public consultation on proposed changes to the copyright regime in 

Singapore, with the consultation period running from 23 August 2016 to 7 November 2016. 

The consultation paper dated 23 August 2016 covers 16 proposed areas for reform.  

1.2 Section 1.3 of the consultation paper states that MinLaw and IPOS “invite interested 

persons to comment on the issues highlighted in this consultation paper, as well as on 

other copyright-related issues.” On this basis, we are of the view that it will be possible for 

CASBAA to submit feedback on proposed amendments to the Copyright Act (“CA”), which 

have not been specifically covered in the 16 proposed changes, which will help more 

effectively tackle the issue of illegal streaming devices (“ISDs”) in Singapore.  

1.3 By way of background, ISDs are devices which, when connected to the Internet and to a 

television device, enable the reception of live streams of pirated television channels, as 

well as video on demand. The ISDs are loaded with apps that allow access to infringing 

content streams from other countries. The content is transmitted through servers which 

are hosted outside of Singapore. When a user operates the ISD, a request containing 

identification parameters is sent to an authentication server. The authentication server 

verifies the unique identifier, UserID and Serial Number of the user and upon confirmation 

provides access to the Electronic Programming Guide (EPG). The user can then click on a 

channel or VOD content and the EPG server will pass the request to another server, 

perhaps as part of a content delivery network which will then initiate the transfer of the 

content data stream from the facilities where the content is stored to the user.  

1.4 Since the ISDs stream the content, they do not store or copy any infringing content. By 

making illegal content streams available to consumers in Singapore, ISDs negatively 

impact the business of content owners and local Pay-TV providers, several of whom are 

CASBAA members. The current provisions of the CA are not robust enough for interested 

parties to take action against retailers of such ISDs in order to protect their local market 

share. Further, when marketing the ISDs, retailers misrepresent to consumers that the 

ISDs are legal, resulting in consumers being misled to incorrectly believe that the ISDs are 

compliant with the law and that no copyright infringement occurs through their use.       

1.5 In summary, we are of the view that the following proposals may be put forth: 

1.5.1 Distinguishing between the acts of streaming and copying: The current 

language of the CA heavily relies on references to copying and reproductions. 

However, the ISDs facilitate streaming of infringing content, which is an 

unauthorised communication, but is not a copy or a reproduction per se. The CA 

should be clarified to provide that the streaming of unauthorised content is an 

infringing activity.  
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1.5.2 Proposed amendments to Section 136 CA: The current section 136 only makes 

reference to “infringing copy”, and section 136 should cover “unauthorised 

communications” as well. There needs to be a de-linking of “articles” from 

“infringing copies”, and clarification that charges can be drawn up on the basis of 

articles seized or infringing copies.  

1.5.3 Part XIIIA CA anti-circumvention provisions: These provisions should be 

clarified to apply to acts of circumvention that occur outside of Singapore.  

1.5.4 Locus standi: Non-exclusive licensees should be allowed to sue for infringement, 

if they have been authorized to sue by the copyright owner.  

1.5.5 Section 193DDA CA: “Online location” as referred to in this section should be 

clarified to apply to more than just websites e.g. to include servers and file-sharing 

locations. The words “online location” are wide enough to cover servers and file 

sharing locations but further clarity will be beneficial.  

2. Distinguishing between the acts of streaming and copying  

2.1 There is a need to update the current wording of various sections in the CA to address the 

issues faced by content owners and licensees due to the rise of unauthorized streaming of 

content, one form of which is the streaming of unauthorised content through ISDs. The 

current language of the CA heavily relies on references to copying and reproductions, but 

does not make any reference to streaming. A distinction must be drawn between 

streaming and copying/reproduction to ensure that provisions in the CA reflect the current 

technological landscape, given that no copies are made when content is illegally streamed.  

2.2 For example, section 83(a) CA provides that copyright, in relation to a cinematograph film, 

is the exclusive right to make a copy of the film. Although temporary copies are made 

when content is streamed, the copies are not substantial and are constantly being 

overridden by new copies. As such, a whole copy of the film is never stored, and as there 

is no aggregation of copies, it is difficult to argue that streaming produces any copies. 

Trying to do so would only be putting a strain on the language of our current CA. However, 

the streaming of content through the ISDs is clearly illegal, as the ISDs enable users to tap 

onto content streams transmitted (broadcast) on the internet without authorization from, or 

payment to, content owners.  The result is that the content is communicated to very large 

numbers of unauthorized viewers.   There is thus an urgent need to ensure that our CA is 

equipped to address this manner of infringement.  

2.3 Although section 83(c) CA covers the exclusive right of communication of the film to the 

public, because the apps on the ISDs allow content to be received from servers outside of 

Singapore, it is difficult to frame an action against Singapore retailers of the ISDs on the 

basis of section 83(c), as they would not be deemed to be the parties who are carrying out 

the communication. For this reason, it is important to have a separate provision that 

deems illegal streaming an infringement under the CA, to allow CASBAA members who 

are rights holders to effectively protect their market share.    
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2.4 Streaming by ISD networks without the copyright owner’s authorization is an unlawful form 

of communication which should be treated as a clear form of infringement. As Singapore 

positions itself as the IP hub of Asia, it cannot continue to condone such blatant digital 

piracy. In the case of the ISDs, we can only expect the ISDs to eventually go entirely 

virtual, such that there no more physical boxes are sold. We thus need more robust 

infringement provisions in our CA to “future-proof” our legislation.    

2.5 Further, the retailers of ISDs also facilitate the authorisation of infringement. Section 103(1) 

CA, which deals with authorisation of infringement in subject matter other than works, and 

includes cinematographic films, provides that “a copyright subsisting by virtue of this Part 

is infringed by a person who, not being the owner of the copyright, and without the licence 

of the owner of the copyright, does in Singapore, or authorises the doing in Singapore of, 

any act comprised in the copyright”. Section 31 CA is similar to section 103, except that 

section 31 deals with the doctrine of infringing authorisation in relation to literary, dramatic, 

musical and artistic works. Although cinematographic films are not included in this 

category, any one or more of these works will form part of the underlying substratum of the 

copyright in the cinematographic film (e.g. screenplays are literary works). By making the 

ISDs available to consumers, the retailers are facilitating infringement by allowing 

consumers access to illegal streams of content. If the CA is amended to deem illegal 

streaming an infringement under the CA, rights holders would have an additional course of 

action against retailers of ISDs under sections 103 and 31 CA on the basis of authorisation 

of infringement.  

3. Recommended amendments to Section 136 CA 

3.1 Section 136(1) CA provides that: 

A person who at a time when copyright subsists in a work — 

(a) makes for sale or hire; 

(b) sells or lets for hire, or by way of trade offers or exposes for sale or hire; or 

(c) by way of trade exhibits in public, 

any article which he knows, or ought reasonably to know, to be an infringing 

copy of the work shall be guilty of an offence and shall be liable on conviction to a 

fine not exceeding $10,000 for the article or for each article in respect of which the 

offence was committed or $100,000, whichever is the lower, or to imprisonment 

for a term not exceeding 5 years or to both.  

3.2 The current wording of this section is outdated as it only makes reference to “infringing 

copy”, and this should be expanded to include “unauthorised communication” as well, to 

cover unauthorised streaming via the apps loaded on the ISDs, and other means through 

which infringing content is made available. In the new digital environment, where 

streaming is rampant, the communication right features as much as the right to copy.  
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3.3 This section should also be amended to provide for the flexibility of drawing up charges on 

the basis of articles (typically the medium of storage) seized or infringing 

copies/communication. In Yu Peng Hsueh-Shu v Public Prosecutor and another matter 

[2011] SGHC 198, the High Court held that the meaning of “articles” must be construed 

based on how the pirated materials are traded, and did not equate the number of “articles” 

with the number of “infringing copies” as each copy of a movie would contain different 

types of copyrightable subject matter within the movie. The appellant in this case had in 

her possession for the purposes of distribution 24 external hard disks containing a total of 

8,436 infringing copies of visual recordings and song titles and the 24 hard disks were 

considered “articles”.  

3.4 However, at the point of enacting section 136, one infringing copy of a cinematographic 

film would typically reside in one optical disc. Currently, several cinematographic films can 

be stored in a single storage disc. There needs to be a de-linking of “articles” from 

“infringing copies/communications”, as an article can itself be non-infringing but also 

enable infringing communications. For example, the empty boxes of the ISDs are not 

infringing per se, but they are loaded with illegal streaming apps that are infringing as they 

allow unauthorised access to content. Section 136 as currently drafted is sorely outdated, 

and more flexibility in this section will allow for a more proportionate exercise of 

prosecutorial discretion. 

4. Part XIIA CA anti-circumvention provisions 

4.1 Currently, the anti-circumvention provisions in Part XIIA CA do not apply to acts of 

circumvention that occur outside of Singapore. However, the circumvention performed by 

ISD syndicates makes large quantities of content available in Singapore even though the 

actual circumvention of technological protection measures largely takes place overseas 

e.g. in China or Eastern Europe.  This section should be extended to circumvention that 

occurs outside Singapore, where the material that was protected by the anti-circumvention 

measure is subsequently made available in Singapore through the ISDs. If overseas 

copyright is protected in Singapore and treated as if it arose in Singapore, then acts of 

circumvention that occur overseas should also be actionable in Singapore.    

4.2 Much of the content that is made available through the ISDs is pay-TV content meant for 

an overseas audience.  Usually, it was protected upon transmission in the country of 

source by encryption and conditional access control systems, and was not intended to 

reach Singapore audiences. By allowing local audiences to access such content, the ISDs 

are frustrating the intent of the copyright licensing in the foreign country by making the 

content available to individuals who have not paid for the content.  .  

4.3 In the UK, police authorities have been moving against ISD syndicates on the basis of 

“conspiracy to defraud” actions. The UK Fraud Act 2006 offers wide latitude for such 

actions, and it is possible to include both fraud against content owners (by on-selling their 

services without paying them fair remuneration), against consumers (by deluding them 

that they are buying legal services), and against the state (tax evasion and money 

laundering). The UK is also looking into considering what legislation would be effective in 
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addressing the growing problem of illegal streaming via set top boxes.1 In Singapore, and 

the most effective way to address the scourge of ISDs in Singapore would be our anti-

circumvention provisions could apply extra-territorially. Without these updates to our CA, 

our law runs the risk of becoming a dead letter.   

5. Locus Standi 

5.1 Local case law has clearly stated that only copyright owners or exclusive licensees can 

sue for infringement (Odex Pte Ltd v Pacific Internet Ltd [2008] 3 SLR(R) 18; Alliance 

Entertainment Singapore Pte Ltd v Sim Kay Teck and another [2007] 2 SLR(R) 869). With 

respect to anti-circumvention provisions, section 261C(2) CA provides that only the 

copyright owner is allowed to take action in relation to any contravention.  

5.2 CASBAA is of the view that the current approach is unnecessarily restrictive and non-

exclusive licensees should also be able to take action against infringers/circumvention, as 

long as they are authorized to sue by the copyright owner. This would make it easier for 

local industry players who may be non-exclusive licensees to protect their rights in the 

local market. This is particularly so as in Singapore, the cross carriage rules as 

implemented by the IMDA apply and so erode the value of “exclusive licences” as 

provided for in the CA.  In practice, as a result, exceedingly few exclusive licensing 

contracts are being signed in Singapore’s pay-TV market.  

5.3 Local broadcasters have secured licences to screen content for the local market, and they 

need to be able to protect their investments. Where the local broadcaster is neither a 

content owner nor an exclusive licensee, it is not able to bring an action for copyright 

infringement against retailers of the ISDs. Without specific provisions that a non-exclusive 

licensee can bring an action for copyright infringement, local broadcasters would also be 

hesitant to take any action to avoid being held liable for groundless threats of infringement. 

As a provider of content to the local market, the local broadcaster has a greater interest in 

protecting its market share than the actual content owner, who is likely to be based 

overseas and for whom Singapore is unlikely to be a market of vital importance. Hence, 

the CA needs to be amended to clearly allow non-exclusive licensees to take action for 

copyright infringement, as long as they have been assigned the right to sue by the 

copyright owner. 

6. Section 193DDA CA  

6.1 This section currently allows owners/exclusive licensees to apply to the High Court to have 

Network Service Providers (“NSPs”) take reasonable steps to disable access to a 

flagrantly infringing online location. In light of the current state of technology, and the 

direction in which technology is progressing, the term “online location” in this section 

needs to be clarified to apply to more than just websites, and to include servers linked with 

an IP address beyond Singapore. For example, file transmission locations do not have a 

website trail of direction and infringing apps on black boxes are linked to servers and not 

specific websites. The current wording of this section should be clarified to take into 

                                                      
1  “Protecting creativity, supporting innovation: IP enforcement 2020” (UK Policy paper, 10 May 2016) 

https://www.gov.uk/government/publications/protecting-creativity-supporting-innovation-ip-enforcement-2020 
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account the technology that digital piracy takes advantage of today, and to clearly 

articulate that this section extends to servers and infringing online locations other than 

websites. 

7. Cross-jurisdictional treatment of ISDs 

7.1 Set out below are some examples of how other jurisdictions have taken action against the 

proliferation of ISDs, showing that other jurisdictions have recognised the damage that 

ISDs pose, not only to legitimate content providers but also to society at large. It is 

important that Singapore similarly recognises the need to address the burgeoning sale of 

ISDs in the country, and a first step is to fortify the provisions of our CA to enable the 

relevant and interested parties to take action against retailers of the ISDs.   

7.2 Canada  

7.2.1 In the recent Canadian case Bell Canada et al v 1326030 Ontario Inc. et al., 2016 

FC 612 (“Bell Canada”), the broadcaster Bell Canada sought an interlocutory 

injunction against a number of companies distributing ISD set-top boxes pre-

loaded with applications for accessing unauthorized online streaming locations. 

The Court found that the devices enable consumers to obtain unauthorized 

access to content to which the plaintiff owns the copyright. This was not merely 

the supply of a conduit but deliberate encouragement of consumers to circumvent 

authorized ways to access content, as the defendants specifically told consumers 

that the “plug-and-play” set-top boxes make it easy to eliminate the need for a 

cable subscription. This goes beyond selling a simple means of 

telecommunication. This was found to constitute prima facie copyright 

infringement under s.27 of the Copyright Act. The Court also held that the issue of 

inducing copyright infringement, authorization, and violation of the 

Radiocommunication Act were all a 'serious issue'. The Court found there was 

irreparable harm in that the market for pre-loaded set-top boxes was rapidly 

growing in a way that cannot be precisely quantified at the moment and even if 

successful at trial, the plaintiffs will not be able to restrain the existing consumers, 

and the defendants are unlikely to have the financial resources required to 

compensate the plaintiffs. The balance of convenience was found to favour the 

plaintiffs because of the prima facie copyright infringement.  

7.3 Hong Kong 

7.3.1 In June 2014, the Hong Kong Customs and Excise Department (“HKCED”) carried 

out a significant operation against a syndicate suspected of mass copyright 

infringement by means of circumvention of technological protection measures 

through ISD set-top boxes. Nine people were arrested and 41 TV set-top boxes 

seized. 11 channels were being uploaded from Hong Kong to overseas servers 

that were then streamed as part of a hundred-channel bundle to TV set-top boxes, 
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inclusive of the copyrighted pay TV channels, and were being offered for sale at a 

hawker pitch at HK$2,500 per set top box.2  

7.3.2 Under the Copyright Ordinance, a person commits an offence if he, for the 

purpose of, or in the course of a circumvention business, promotes, advertises for 

providing or provides relevant service in order to circumvent an effective 

technological measure. The film and TV industry in Hong Kong has been working 

closely with local authorities to raise awareness and address the threat of 

unauthorized TV set-top boxes and the negative impact on both the screen 

community and consumers.  

7.3.3 Government authorities are still considering how best to prosecute this case, given 

its novel nature.  The raid and subsequent careful legal analysis shows that the 

Hong Kong government recognises that any purchase of a TV set-top box which 

includes illegal access to pay TV channels seriously affects the ability of TV 

companies to carry out their business and produce and distribute TV shows.  It 

also shows, unfortunately, the complexity of bringing enforcement actions in the 

absence of updated copyright laws.   

7.4 Australia  

7.4.1 In the case of Connect TV Pty Ltd v All Rounder Pty Ltd (No 5) [2016] FCA 338 [1], 

Connect TV had licences with various Russian broadcasters to provide certain 

channels to its subscribers in Australia. All Rounder provided set top boxes to its 

subscribers that received transmissions from Kartina TV, a company that 

intercepts Russian television broadcasts, converts them to digital content and 

makes the content available over the internet for a fee. Connect TV and the 

Russian broadcasters alleged All Rounder infringed copyright in their broadcasts 

by communicating the broadcasts to the public without permission. The Russian 

broadcasters for each of the channels were joint applicants in the proceedings and 

the court found that the Russian broadcasters owned copyright by virtue of the 

Copyright (International Protection) Regulations 1969 and their right of 

communication to the public had been infringed by the respondents. However, as 

Connect TV was unable to provide evidence as to the precise nature of the 

licences and their exclusivity, Connect TV was unable to make its case that it had 

standing to take action for copyright infringement as an exclusive licensee of the 

broadcasts.  

7.5 United Kingdom  

7.5.1 In August 2016, the City of London’s Police Intellectual Property Unit (“PIPCU”) 

arrested three men, on suspicion of conspiracy to defraud, in an operation 

designed to stop the distribution of illegally modified TV set-top boxes. The set-top 

boxes had been modified with illegal software to enable the users to stream 

                                                      
2 http://www.google.com.sg/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwivjMGB19nPAh

XHRI8KHRkNAeEQFggcMAA&url=http%3A%2F%2Fmpa-i.org%2Fwp-

content%2Fuploads%2F2014%2F07%2FHong_Kong_Customs_Take_Down_TV_Set_Top_Box_Syndicate1.pdf&usg=AFQ

jCNFuDg5sVY3guC3c3ajL0XMYNIb9vg 
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pirated content from subscription only channels, including sports and movie 

channels. PIPCU teamed up with local police forces and the Federation Against 

Copyright Theft in the operation, which also resulted in the seizure of around 30 

servers and set-top boxes. This shows that the UK authorities recognize the 

importance of taking action against operations that distribute such boxes, to help 

protect the livelihoods supported by the entertainment industry.3 

7.5.2 Recently in October 2016, during Parliamentary consideration of the proposed 

new Digital Economy Bill, an amendment was proposed to section 107 of the 

Copyright, Designs and Patents Act 1988 to strengthen UK criminal law against 

sale of ISD hardware and software. This new clause allows the Government to 

fulfil its commitment in the IPO’s Enforcement Strategy to ensure that UK business 

and rights holders have the necessary legal means to protect their IP. It brings in 

language to cover the supply of IPTV boxes clearly being marketed or sold for the 

purpose of enabling or facilitating copyright infringement, recognising that many 

devices may not, themselves, infringe copyright, but are supplied in conjunction 

with information which enables users to infringe copyright.4 

8. Conclusion 

8.1 CASBAA’s members have made substantial investment and efforts in providing quality 

programing and content to consumers. However, the proliferation of illegal ISDs makes it 

difficult for CASBAA’s members who are Pay-TV providers to maintain their competitive 

edge and continue to source for new and relevant content for the local market, as the ISDs 

chip away at their market share. CASBAA’s members who are content creators and 

owners are not incentivised to bring new content to consumers in view of the losses that 

are incurred when ISDs illegally make content available to consumers.  

8.2 At present, the current CA is not drafted robustly enough for CASBAA members to be able 

to take action against retailers of ISDs in order to protect their interests. Hence, we are of 

the view that the above proposed amendments are important for CASBAA members to be 

able to protect their interests and continue to improve their content offerings for the local 

market. The proposed amendments also serve the important purpose of sending a clear 

message to consumers in Singapore that the ISDs are illegal, and that piracy and 

copyright infringement will not be tolerated. As Singapore moves towards a future where 

more content is offered through online streaming, it is important for our laws to keep up 

with the progress of technology. 

9. Further Information 

Should you require any further information, please do not hesitate to contact any of the 

following: 

Dr. Stanley Lai, SC Tel: +65 6890 7883 Email: stanley.lai@allenandgledhill.com 

                                                      
3 http://www.trademarksandbrandsonline.com/news/pipcu-makes-arrests-over-illegal-set-top-boxes-4790 
4 House of Commons  Notices of Amendments given up to and including Thursday 20 October 2016 

mailto:stanley.lai@allenandgledhill.com
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Amanda Soon Tel: +65 6890 7531 Email: amanda.soon@allenandgledhill.com 

 

 


