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The Asia Video Industry Association (AVIA) is the non-profit association of the 

international video industry in the Asia-Pacific region. AVIA is dedicated to the promotion of 

multi-channel pay-television via cable, satellite, broadband and wireless video networks.   

Previously known as CASBAA (the Cable and Satellite Broadcasting Association of Asia), 

AVIA was founded in 1991 and currently represents nearly 100 companies, located in 17 Asian 

countries and regions, providing television programming and curated over-the-top content to 

over 600 million homes in Asia and Australasia.   In addition to the multinational television 

networks and programmers, our members also represent leading corporations who are telecom 

companies, suppliers and manufacturers of cable, satellite and broadband video technology, 

related business service providers, and new media service providers.  

 

US-owned member organisations include A&E networks, AMC networks, Bloomberg 

Television, Brightcove, Celestial Tiger Entertainment, Discovery Networks Asia-Pacific, 

Dolby, Fox Network Group, HBO Asia, Intelsat, National Basketball Association, 

NBCUniversal International, Netflix, Paul Weiss Rifkind, S&P Global Markets, SpaceX, Sony 

Pictures Television International, Star TV, The Walt Disney Company (South East Asia), 

Turner International Asia Pacific, WarnerMedia LLC, Verimatrix, and Viacom International 

Media Networks. 

 

AVIA welcomes the opportunity to provide information to the US Trade 

Representative, as we have on many previous occasions, on the issue of protection of pay TV 

intellectual property rights in various Asian markets.   This market continues to make up a large 

and growing portion of US media companies’ international revenues, even as the industry 

continues to evolve.   Sales of video, whether delivered over traditional pay TV networks or 

via online “OTT” providers, in such a huge and diverse market continue to offer significant 

revenue opportunities to a wide array of US companies working in related industries.  

 

In our previous submissions for the Special 301 review, AVIA focussed on differing 

forms of copyright infringement, from cable piracy to pirated DVDs.   Last year we highlighted 

the continually growing challenge seen in the growth of the illicit streaming device (ISD) and 

application ecosystem.   This year’s submission continues to build on that, highlighting the 

threat posed by ISDs while also addressing online streaming piracy websites and applications 

(or “apps”).   Whilst we have seen some governments begin to introduce legislation, or 

implement existing legislation to tackle these threats, one of the biggest  
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challenges remains that of a geographic nature i.e. those who operate a piracy site or an 

infringing application and service are not always located in the same country as the servers on 

which the infringing content is retransmitted or stored nor the same country of those accessing 

it.   More often than not the rights holder is in yet a third country.  

 

Over the past 12 months AVIA, through its Coalition Against Piracy (CAP) has 

undertaken a number of YouGov surveys across a range of Asian countries in an effort to 

benchmark the growing problem of ISDs and apps and online piracy, to assess consumer 

attitudes, and also to seek to measure the potential impact on the industry with an assessment 

on the threat to paid subscriptions.   To date the findings of the surveys show that 15% of 

Singapore consumers, 20% of Hong Kong consumers, 25% of Malaysian consumers, 28% of 

Filipino consumers, 29% of Indonesian consumers, 33% of Taiwanese consumers and 45% of 

Thai consumers use a TV box which can be used to stream pirated television and video content. 

 

  From this research it is clear that consumers continue to use ISDs and relevant apps 

with ease, purchasing the ISDs both online and in stores.   A correlation can also be clearly 

seen between growth in ISD piracy and declines in paid video subscriptions.   The surveys 

recorded the number of users admitting to obtaining access to commercial content through 

ISDs and then cancelling their subscriptions to legal Pay TV services, whether domestic or 

international, at a rate of approximately 50%.   This worrying trend has clear risks to the 

creative industry yet we continue to see little or no action in most of the countries surveyed.   

 

We warmly welcome the US government’s continued attention on the issue of piracy 

and need for increased IP protection.   USTR’s past attention to the ISD/app problem has been 

an important consciousness-raising tool.   

 

Following are AVIA’s comments and views on the markets selected for this 

submission, on a market-by-market basis, in alphabetical order: 

 

 

China 

Foreign media firms, including television program suppliers, continue to suffer from 

highly restrictive access barriers to the Chinese market.  By law and regulation, the vast 

majority of foreign TV channel suppliers are excluded from the broadcast and pay TV markets 

(a limited bouquet of foreign channels is allowed to be transmitted, but only to hotels and to 

foreign residences, substantially curtailing the potential market for these channels). 

Collectively, the pay TV and online video markets are worth an estimated US$70 billion and 

foreign content accounts for a single digit percentage due to China’s market access barriers. 

There is also a major online piracy challenge with respect to Chinese sites in China.  

 

International online content suppliers also are not allowed access to the Chinese market.  

Given that this industry is one where scale is an important part of the business model, China’s 

sheltered home market of tens of millions of subscribers will give its major online video 

companies an unfair advantage as they seek to expand internationally.  Further, international 

content sales to Chinese domestic online platforms are highly restricted – subject to a quota 

which was recently tightened by China – and a content review scheme that appears designed 

to further limit access to the most valuable current content.     
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For some years, sales of programming to Chinese TV channels, as well as to VOD and 

internet video platforms represented an area of significant growth for foreign TV content.  

However, in the past two years even these sales to Chinese broadcasters have faced growing 

barriers and restrictions (e.g. foreign programming is prohibited during prime time on 

broadcast TV).  With respect to online TV, the Chinese government has implemented further 

restrictions on foreign programming carried on Chinese websites.  The regulatory body, the 

National Radio and Television Administration’s rules impose a 30% cap on the online 

distribution of foreign films and TV dramas, as well as an advance approval system and onerous 

censorship requirements for submission and approval of TV series only in full-season batches.  

The advance approval and censorship regime acts as an effective market barrier, delaying 

access to foreign shows that previously had been made available on a “day and date” basis.   

 

These new rules will have a damaging impact on the licensing of audio-visual content, 

adding uncertainty, reducing the availability of and delaying access to foreign shows, and 

ultimately harming foreign media’s ability to do business in China.  Meanwhile, criminal piracy 

sites ignore the rules, provide immediate access and encourage lack of respect for the law by 

Chinese citizens.  Within China, huge amounts of foreign programming have been made 

available illegally, by commercial operators as well as amateur hackers.  Accordingly, China 

should eliminate the full-season and advance review requirements, allow content approvals on 

a rolling basis, and ensure transparency and reasonable time frames for content reviews. 

 

Finally, China prohibits foreign companies from establishing production studios in 

China, limiting access to specific projects and then on a co-production basis.  Given the multi-

billion dollar size of China’s various audio-visual markets and China’s various discriminatory 

policies against content made outside of China, this prohibition is a major market access barrier 

to foreign audiovisual production companies.  The policy also may act as an effective form of 

forced IP transfer since co-productions inherently involve sharing information about 

production techniques and technologies.  Further, it is hard to imagine a sensible policy 

justification for this limitation, given that even content produced in China must go through the 

applicable content approval regime. 

 

While the market access concerns are longstanding, and we believe the particulars of 

this situation are well known to USTR, they are classically protectionist and create a 

fundamental imbalance in the market, which contributes to China’s significant piracy problem 

discussed below. The new regulations limit and delay access to foreign shows. In our view, 

this encourages piracy. Providing Chinese citizens with the same access to foreign shows as to 

local shows and reducing barriers to entry imposed only on foreign media, would help China 

in its proclaimed fight against piracy, and create a legitimate market for content in China. 

Indeed, there is data to show that following the launch of online VOD services in China, which 

enabled program suppliers to make content available day and date with the US, piracy of video 

content declined, and that the reverse has also been true (i.e., piracy increased) following the 

recent changes in the censorship regime to require the full season to be cleared before any 

individual episode could be exhibited. 

 

Our focus in this paper is on online piracy, and the effects on other Asian markets of 

Chinese industrial practices.   China remains an epicentre of the Asian online piracy ecosystem, 

although piracy syndicates are now in operation in most Asian markets where there is 

significant broadband penetration.   China-based syndicates have a prominent role in a) 

controlling the middle-ware technical infrastructure which allows for the monetization of 

illegally retransmitted TV channels and VOD content which is distributed around Asia, and b) 
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manufacturing and distributing the ISDs which are either preloaded with infringing 

applications or can be easily equipped (uploaded) with them by retailers.   

 

There has been little enforcement action in China against international ISD syndicates.   

Chinese authorities have stated that, while they impose regulatory barriers and licensing 

requirements on manufacture, outfitting and sale of IPTV set top boxes aimed at the domestic 

market (to prevent their being used for content objectionable to the Chinese state), they do not 

impose any restrictions on design, manufacture or sale of such boxes for export.   Many boxes 

are loaded before leaving China with software apps that access infringing streams; other boxes 

are fitted with one-click access to “App stores” which allow pan-Asian download of the 

infringing apps, and are operated by Chinese syndicates.   We are aware of only one case of an 

enforcement raid against a factory where infringing apps were being loaded on boxes prior to 

export; however there has been no positive outcome from that raid.  That case involved the 

Filstream illegal content service and we have seen no reports that any case resulting from the 

raid has been pursued.  

 

There are also a number of video encoder manufacturers in China that are proactive in 

facilitating video piracy (through ISDs or websites) by including a watermarking-removal 

mechanism in their encoders.   As watermarking is a technology implemented by content 

owners to aid in detection and termination of pirate video streams, it is patently clear that a 

watermark removal function is aimed at undermining the interests of legitimate content 

suppliers and content owners alike.   There is no legitimate reason to remove watermarking 

from video; in marketing these capabilities the Chinese manufacturers are providing essential 

technical capabilities for pirates around the world.   

 

AVIA would like to see the Chinese authorities take a much more pro-active stance in 

enforcement against illicit box manufacturers/app loaders/shippers, piracy equipment/service 

sellers, and also operators of infrastructure for ISD network services. 

 

 

Hong Kong 

Hong Kong remains a highly developed market, with the highest broadband penetration 

rate in Asia in 2018.   Consumers enjoy fast access and a vibrant content market which 

unfortunately continues to see high levels of content piracy, most notably through the use of 

ISDs.   A recent YouGov survey, commissioned by AVIA’s Coalition Against Piracy (CAP) 

revealed some worrying data in respect of Hong Kong and piracy.   Indeed, the research showed 

that 24% of consumers admitted to using an ISD to access pirated content and of those, nearly 

half of the respondents had cancelled some or all of their legal subscription services because 

they were now accessing “free” TV and video content.  

 

Despite continuing inability for the Hong Kong government to introduce any new 

legislation to tackle this increasing problem for the industry, Hong Kong Customs have 

managed to take some positive enforcement action.   In May 2018 Customs undertook a number 

of raids to tackle some of the retail outlets selling pre-loaded ISDs openly.   This action was 

taken under existing copyright legislation, which includes legislation regarding circumvention 

of copyright.   However, despite this positive action and the subsequent visible reduction in the 

number of sellers openly marketing pre-loaded ISDs, covert sales continue.   

We would encourage the Hong Kong authorities to broaden the scope of enforcement 

efforts outside of IP crimes to include other relevant and associated criminal activity such as 
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conspiracy to defraud and money laundering offences.  In the UK, for example, ISD sales 

outlets have been pursued because their activities represent conspiracies to defraud.  A similar 

approach in Hong Kong could result in more effective repression of the illegal activities.   

However, while such actions are permitted under current Hong Kong law, there is a division 

of responsibility between Customs, which enforces the IP laws, and the Police, who have 

responsibility for the fraud statutes.  The Police, however, believe they do not have a mandate 

or resources to independently take this type of action.     We would urge the US, in its dialogues 

with Hong Kong, to encourage them to revisit their policy, resourcing and education of the 

relevant departments in order to support more action being taken on behalf of both rights 

holders and consumers. Further, we note that, whilst many other markets are moving in the 

direction of denying consumer access to flagrantly infringing online locations, Hong Kong 

stands out as a market which, to date, is not.  

 

 

Indonesia 

Indonesia’s pay TV market has long had a problem of piracy in the form of 

unauthorized retransmission of TV channels by cable operators in provincial cities.   This 

problem has not gone away, but the rapid growth of broadband connectivity in Indonesian cities 

has produced an online piracy problem that is far larger and more pernicious. 

 

Indonesia does have an active program of blocking consumer access to various 

websites.   The existing site-blocking legislation is a key tool against the syndicates which 

dominate Indonesian pirate websites.   Indonesian law permits the Ministry of Communications 

and Information Technology (Kominfo) to order ISPs to block access to web content, through 

an administrative procedure.   This is most commonly done in the case of content which is 

pornographic, promoting gambling or represents a threat to social harmony.   However, 

amendments introduced in 2016 also permit the Ministry of Law (DG IPR) to request and 

obtain blocking of sites that flagrantly infringe copyright. 

 

This authority has been used successfully on several occasions.   The procedure has 

worked well and web monitoring indicates that after prominent piracy sites were blocked, the 

piracy web traffic declined.   However, the decline was short-lived, as the sites morphed – 

obtaining new domains or slightly different URLs – and were quickly back in business.    

Traffic growth then resumed. 

 

We do not have real-time monitoring of the Indonesian online market, but it is 

indicative that research 18 months ago already indicated a sharp rise in piracy traffic.  Piracy 

traffic to unblocked sites increased by 170% from March 2015 to August 2017 (to 

approximately 230 million visits per month from 85 million visits per month).  Anecdotal 

evidence indicates this high rate of growth has continued.  

 

Therefore, our assessment of the online piracy situation in Indonesia is: 

 

• Piracy traffic is growing rapidly, as better broadband rolls out rapidly in urban 

areas. 

• Responding to pleas from the Indonesian and international content industry, the 

authorities have put in place procedures that can help stem this growth.   The 

government’s pro-active stance in applying its existing authorities to block 
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consumer access to piracy websites has been laudable, putting Indonesia well 

ahead of many other governments in Asia. 

• However, government anti-piracy efforts must match the agility of the piracy 

syndicates.  In consultations with the government, industry is now seeking 

changes in the existing administrative guidelines which could permit more 

frequent and more rapid additions to the piracy site block list.    

 

We hope to work with the government to make sure that site-hopping and syndicates 

registering hundreds of piracy sites ‘in reserve’, do not frustrate the very commendable policy 

goals set by the government and its video content industry.   

 

 

Philippines 

As connectivity is rapidly improving in metropolitan areas, both ISDs/apps and 

streaming/download websites are becoming more significant challenges there.  Research 

undertaken by YouGov on behalf of AVIA’s CAP put the rate of ISD/app piracy among online 

consumers in the Philippines as the 3rd highest country in the region, of those surveyed.  28% 

of online consumers admitted using ISDs to access copyrighted content; with a corresponding 

13% of those consumers noting they had cancelled some or all of their legal subscription 

services.  

 

This growth has drawn attention.  AVIA welcomes the introduction of a draft Online 

Infringement Act which, if enacted would empower the Philippines’ Intellectual Property 

Office (IPO) to ensure that ISPs take “reasonable steps to disable access to sites whenever these 

sites are reported to be infringing copyright or facilitating copyright infringement.”   The 

current draft of the Act also allows for ‘dynamic’ orders, a critical element given how quickly 

domains can be moved to evade consumer blocks. It is encouraging to see that passage of this 

Act is being driven by an ISP and it is critical that the legislation now moves forward quickly 

in order to tackle the growing threat.   Successfully implementing site blocking legislation is 

an important building block in a strong streaming piracy enforcement regime. 

 

In parallel, we also note the positive indication that the Philippine government is 

examining a possible expansion in the focus of the Optical Media Board (OMB).   Traditionally 

this regulatory body has focused on the more hardware-based forms of piracy, e.g. DVDs, but 

industry would encourage that they become more engaged in online piracy, a welcome 

reinforcement of positive action by the Philippines. 

 

  

Singapore 

Singapore remains a highly developed economy with a widely accessible broadband 

network which, according to a recently published survey, is the fastest globally with an average 

download speed three times faster than the global average.   Due to continued government 

support of the National Broadband Network, Singapore not only has fast connectivity but also 

at a relatively low price point, resulting in widespread penetration. 

 

Further to 2017’s Sycamore research which showed that 40% of Singaporeans admitted 

to actively consuming pirated TV and film content through a variety of means, AVIA’s CAP 

undertook additional research, through YouGov, in November 2018, of the content viewing 

behaviour of Singaporean consumers.   This research was in line with similar research carried 
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out by CAP/YouGov in a number of Asian markets to more accurately judge the attitudes and 

impact of piracy on consumers and the industry.   For Singapore, the data revealed that 15% of 

consumers admitted to using a TV box which can be used to stream pirated television and video 

content.   The survey also highlighted the detrimental effects of streaming piracy on legitimate 

subscription video services.   Of the 15% of consumers who purchased a TV box for free 

streaming, more than a quarter (28%) asserted that they cancelled their subscriptions to a 

Singaporean-based online video service as a direct consequence of owning an ISD. 

 

As noted in our submission last year a highly developed ISD piracy ecosystem is 

thriving in Singapore.   This is still most visibly seen in the wide availability of ISDs at physical 

retail outlets in Sim Lim Square. However, as well as Sim Lim Square retailers, there are also 

a significant number of sellers at a variety of trade shows held in Singapore throughout the 

year, including government-sponsored and government-endorsed ones. The YouGov research 

found that 32% of Singapore consumers made their ISD purchase from a IT/Electronics Trade 

Show. Indeed, the sellers have now evolved to directly pre-loading smart TVs with pirate apps, 

not just selling the standalone ISDs.   The smart TVs are openly marketed in trade shows as 

offering entertainment that is “Lifetime Free!” 

 

A related problem in Singapore has been one of mixed messaging.  In the previous 

absence of clear government statements that ISD/app networks were conducting activities that 

violated copyright, piracy syndicates blithely proclaimed that the boxes made no copies and 

were therefore “legal.”  The mainstream media (much of it government-owned) propagated the 

view that the boxes existed in some imaginary legal “grey area” and also provided helpful 

instructions for consumers on the best boxes, thereby becoming in some measure a cheerleader 

for piracy.  

 

Fortunately, this has now changed, at least with regard to government messaging.  In 

January 2019 the Ministry of Law announced that it would propose legislative changes to 

facilitate copyright enforcement against retailers, manufacturers, importers and distributors of 

ISDs/infringing apps.  MinLaw said its policy position was “not to allow commercial gains 

derived from enabling access to content from unauthorized sources.”    

 

The clarity of this recent announcement by the Government regarding the amendments 

to the Copyright Act is to be warmly welcomed.   It follows a number of years of consultation 

with the industry and we are pleased to see that it attempts to update Singapore’s copyright 

regime in an effort to support the creative industry.   We will urge the government to accelerate 

the process as much as possible; a critical question is how soon legislation will be actually in 

place to deter further growth of this illicit ecosystem.    

 

On a related front, a successful conclusion of a case in the Singapore courts in 

November 2018 brought about court orders that ISPs deny consumers access to eight web 

domains which were associated with six popular ISD subscription applications.   This action, 

jointly brought by local and international rights-holders, is the first time the Singapore High 

Court has issued a “dynamic” blocking order that allows adjusting the block to cope with pirate 

service attempts to circumvent the block by “site hopping”.   This was a significant and positive 

step forward on the enforcement front. 

 

In sum, there have been recent steps forward in Singapore.   However, as of today the 

ISD/app piracy ecosystem continue to operate unimpeded.   Active sales and promotions 

continue, especially in Sim Lim Square, which remains a blatant and notorious market for 
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piracy devices and services.   What is now seen is that sellers simply include an overt disclaimer 

that they do not pre-load apps or sell boxes that infringe copyrighted content whilst 

simultaneously covertly giving consumers access to the necessary infringing apps, which 

permit streaming content from international subscription channels.   We would encourage the 

Singapore government to continue its efforts on enforcement, as well as public messaging, and 

to move as quickly as possible on the much-needed legislative changes.  

 

 

Taiwan 

Taiwan consumers are increasingly reliant on online and on-demand video content, and 

at the same time online piracy is growing.   As mentioned in AVIA’s submission last year, 

Taiwan is facing widespread online pirating of content hosted on offshore servers.   In a survey 

of Taiwan’s piracy landscape in 2018, a custom analysis of Alexa data showed that local page 

views at pirate sites were 3.43 times higher than those at legitimate online video service sites.   

Not only are consumers accessing pirated content on their personal devices, they are also using 

ISDs, which are widely available for purchase online and offline.   A consumer survey 

conducted by YouGov in 2018 showed that 33% of consumers in Taiwan used ISDs to access 

copyrighted content and 16% of those consumers then cancelled/reduced their subscription to 

legal services. 

 

The National Communications Commission (NCC) has taken an initiative to impede 

distribution of some ISD boxes through a type-approval measure process.   The approval 

process for the importation and sale of set-top-boxes (STB) in Taiwan requires vendors or 

importers of STBs to sign affidavits guaranteeing their STBs are not ISDs pre-loaded with 

piracy-enabling firmware/software.   If STB vendors or importers are not approved by the 

NCC, they will be fined NT$100,000-500,000 (approx. US$3000-16,000).   The NCC has 

compiled a “black list” of unapproved devices that is publicly available.   However, the industry 

is concerned that it may be relatively easy for ISD retailers to circumvent these restrictions, 

and we are therefore seeking more transparency regarding which boxes are licensed, in other 

words making a “white list” of STBs publicly available, which would facilitate more effective 

enforcement. 

 

More recently, in January 2019, an investigation of an illegal signal feed into several 

STBs led to a significant police raid.   In this wave of raids by the Taiwan police, 128 police 

officers were mobilized, 7 large computer rooms were seized in 6 counties and cities, and 11 

people were arrested.   According to the Taiwan OTT Association, the pirated audiovisual 

content streamed through the illegal STBs has led to an annual business loss of up to NT$28.3B 

(US$915M).   Following the raid, some legislators suggested that the law should be amended 

to address selling and purchasing of ISDs in the future, a direction that we believe the USG 

should support. 

 

While the type-approval measure process and the recent raid are encouraging signs that 

Taiwanese authorities are beginning to address ISD/app online piracy, they are only the first 

steps.   AVIA would encourage additional action to look at amending the law in order to 

sufficiently address the rampant circulation of ISDs, as well as the growing online piracy 

ecosystem. 

Thailand 

Following on from our assessment of positive developments in Thailand in our 2017 

submission, although Thailand still remains a country of concern for online piracy, we are 
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encouraged by some of the progress being made by the government in attempting to tackle the 

problem.   A YouGov survey conducted on behalf of AVIA’s CAP highlighted Thailand as the 

biggest consumer of ISDs to access copyrighted content.   45% of online consumers admitted 

to this and, of these, 30% cancelled some or all of their legal subscriptions.  

 

The Computer Crime Act (CCA), which came into force in May 2017, includes 

provisions enabling the government to take partial action against infringing websites.   Whilst 

these CCA provisions empower the government to obtain site-blocking injunctions through the 

IP court, to date they have only obtained 2 such injunctions and, due to technical problems, 

these have not been effectively implemented; the problem is the legislation is not specific and 

ISPs have not implemented the court-ordered blocks, so the government is still trying to work 

out the details of how the CCA can be implemented effectively.  

 

A recently established Centre of Operational Policing of Thailand against Intellectual 

Property Violations and Crimes on the Internet Suppression (COPTICS) is aimed at speeding 

up the process for blocking illegal websites related to IP violations.   COPTICS is part of the 

NBTC in collaboration with the Royal Thai Police, but at this stage it is too early to say how 

effective it will be.  

 

On a more positive note, however, enforcement activities undertaken by the Department 

of Special Investigations (DSI) have been extremely successful recently.   In December 2018, 

a number of simultaneous raids across Thailand followed a complaint brought by international 

copyright holders.   This, along with subsequent activity taken as a result of intelligence gained 

from the initial raids, resulted in nearly 90 piracy websites being taken down and highlighted 

a strong link between criminal syndicates running illicit websites for both pirated content and 

online gambling.   A task force has now been established to coordinate various Thai 

government agencies to take forward additional enforcement activities throughout 2019.   This 

good enforcement activity now needs to be supported by judicial follow-through which would 

send a strong message.  

 

In addition, we hope for future regulatory action against pirate services.   The National 

Broadcasting and Television Commission (NBTC) had initially indicated it would look to take 

action against pirate OTT broadcasting services.   However ongoing inaction regarding the 

election of new Commissioners to the NBTC has led to a long state of limbo which is unlikely 

to be resolved until after national elections take place, later in 2019.  

 

 

Vietnam 

Vietnam continues to have problems with piracy, as it has in the past.   Like elsewhere 

in the region, the growing popularity of online video content has meant a flourishing online 

piracy ecosystem has replaced “traditional” forms of piracy (such as the unauthorized 

retransmission of pay TV broadcasts).   According to a local industry source, 95% of content 

on Vietnamese OTT services is pirated, as outlined in AVIA’s 2018 Vietnam in View report. 

The revenue for these pirate OTT services is sourced from both pre-paid subscriptions and 

advertisements.   Vietnam has been a haven for operators of the top global streaming piracy 

sites (e.g. 123movies) over the past several years. 

 

There have been some encouraging anti-piracy actions taken by the Television and 

Internet Measurement Center (TIMC) -- a quasi-government body supported by the Authority 
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of Broadcasting and Electronic Information (ABEI).   The current TIMC site-blocking 

mechanism involves working with Vietnamese ISPs to block access to infringing websites, 

upon the rightsholders’ requests.   This action can be taken relatively straightforwardly with a 

commendably limited burden on the rightsholders.   The process is relatively new, but it holds 

significant promise.   Recently, domestic and international pay TV content providers 

successfully worked with the TIMC, obtaining official letters from ABEI instructing 

Vietnamese ISPs to apply the necessary measures to prevent users from accessing several 

dozen infringing websites. 

 

In a meeting between TIMC and ABEI in December 2018, ABEI encouraged the TIMC 

to work with the Vietnamese Content Alliance (VCA) -- a group established in 2017 comprised 

of international and local Vietnamese content rights holders as well as AVIA --to address 

online infringement in Vietnam.   

 

While the work of the TIMC is a promising sign of anti-piracy initiatives in Vietnam, 

AVIA would welcome a more formalized and structured process moving forward for site-

takedowns.   In addition, AVIA would like to note that the TIMC’s work so far has only 

addressed infringing websites but not necessarily ISDs.   It would be productive if it was 

possible for the TIMC to expand its reach to ISDs and apps, which have become popular on 

the Vietnamese market in recent years. 

 


