
 

 

 
China 

• There has been no significant change in the level of IPR protection offered to international 
broadcasting content owners in the Chinese market.   

• Regular enforcement against piracy syndicates is lacking with the authorities preferring 
annual and “one-off” crackdowns during which international complainants are not afforded 
similar protection as local companies. Despite the National Copyright Administration of 
China’s (NCAC) annual mid-year crackdown of unauthorised content, “Operation Internet 
Sword”, the NCAC only ordered 16 websites to remove 150 infringing pieces of audio-visual 
content. It was only after complaints from a local producer of widespread piracy of a 
domestic blockbuster that the Ministry of Public Security (MPS) took enforcement action 
between Feb and April 2019, in which 361 pirate sites and 37 apps were seized. However, 
there was little visibility over the specific sites and apps that had been targeted and it is 
observed that, online piracy websites and mobile applications continue to proliferate. 
Rightsholders are also met with a variety of hurdles when filing civil actions or criminal 
complaints to enforce against such infringing sites or apps. For civil actions, the insistence of 
the Courts on requiring that infringing copies be housed in servers based in China provides 
for an easy way for operators of such online piracy websites and mobile applications to 
evade liability by using foreign based servers to house the pirated content. For criminal 
complaints, the requirement of a threshold of 500 distinct infringed titles before criminal 
action may be taken also places an undue burden rightsholders, especially where these 
piracy websites and mobile applications often constantly change the titles which are being 
made available.  

• There has been little enforcement action in China against international ISD syndicates. 
Chinese authorities have stated that, while they impose regulatory barriers and licensing 
requirements on manufacture, outfitting and sale of IPTV set top boxes aimed at the 
domestic market (to prevent their being used for content objectionable to the Chinese 
state), they do not impose any restrictions on design, manufacture or sale of such boxes for 
export. Many boxes are therefore pre-loaded before leaving China with software apps that 
access infringing streams; other boxes are fitted with one-click access to “App stores” which 
allow download of the infringing apps, and are operated by Chinese syndicates. We are 
aware of only one case of an enforcement raid against a factory where infringing apps were 
being loaded on boxes prior to export. That case involved the Filstream illegal content 
service and we have seen no reports that any case resulting from the raid has been pursued.   
To our knowledge there have been no enforcement actions against Chinese syndicates 
controlling the actual operation of international piracy networks via the middle-ware 
technical infrastructure.   (Many of these syndicates geo-block their services so consumers in 
China cannot receive them, thus insulating themselves from legal action by the authorities.) 

• China remains an epicentre of the Asian online piracy ecosystem. China-based syndicates 
have a prominent role in (a) controlling the middle-ware technical infrastructure and (b) 
manufacturing and distributing the ISDs which are either pre-loaded with infringing 
applications or can be easily equipped (uploaded) with them by retailers. There are also a 
number of video encoder manufacturers in China that are proactive in facilitating video 
piracy by including a watermarking-removal mechanism in their encoders. This is clearly 
aimed at undermining the interests of content owners.  

• We are not aware of any measures taken by China to address the problem.    

• We would like to see the Chinese authorities take a much more pro-active stance in 
enforcement against online piracy websites and mobile applications, as well as against illicit 



 
 
 
 
 
 
 
 

 

box manufacturers/app loaders/shippers, piracy equipment/service sellers, and also 
operators of infrastructure for ISD network services. We hope the evidentiary hurdles to civil 
or criminal liability will be corrected to provide rightsholders with appropriate civil and 
criminal enforcement avenues against piracy sites, apps, and services.  We would suggest 
that the EU make it a priority in its discussions with the Chinese authorities to vigorously 
protest China’s wilfully ignoring international piracy syndicates active on its territory, which 
are major infringers of copyright on EU-origin broadcast programming.  

 
 
 
Hong Kong 
 

• Hong Kong in recent decades has had a very high standard of IP protection.   This has helped 
it attract to the SAR’s market not only international companies whose business depends on 
intellectual property, but also very large numbers of mainland Chinese companies, eager to 
enjoy the benefits of strong protection that they could not find at home.    However, in the 
field of copyright protection (for broadcasting content as well as other forms of copyright 
works), Hong Kong has fallen way behind the development of the digital age.   The Copyright 
Ordinance has never been updated to take account of digital transmission of works, nor to 
implement the WIPO copyright treaties to which Hong Kong is theoretically a party.   
(Government proposals to update the law, tabled in 2012 and 2015, failed in the legislature.) 
This stagnation of the legal environment has meant very rapid growth of online 
infringement.  To the extent that the law is not keeping up with real practices in the market, 
we can say that the level of IPR infringement has worsened in recent years.   That said, it is 
also clear that some of Customs’ enforcement actions (against ISD sellers) have resulted in a 
move underground of some of the most blatant sales activities.    

• The Copyright Ordinance (Cap 528 of Hong Kong laws) has not been amended to incorporate 
the “making available” right (right of communication) that has been internationally agreed 
for almost 20 years under the WIPO copyright treaties.   The body of Hong Kong law is thus 
deficient and not compatible with the obligations of the HKSAR and Chinese governments to 
implement the WIPO treaties. Additionally, while Hong Kong’s telecommunication laws 
theoretically prohibit use of broadband networks for illegal purposes, there are currently no 
legal or regulatory frameworks that function to oblige internet intermediaries (including 
ISPs) to ensure their networks are not used for even blatant infringements.   

• Hong Kong’s legal system is rooted in UK law, and the Hong Kong authorities have studied in 
detail the enforcement actions undertaken by UK police against ISD sellers and the 
operation of streaming piracy syndicates.   Because of arbitrary assignment of Customs to 
handle IP law, and the Police to handle fraud law, it has not been possible in Hong Kong to 
duplicate the successful UK prosecutions of ISD distributors under existing fraud laws.   The 
law in HK is similar and legal advice indicates such enforcement is possible; it is impeded at 
this time only by bureaucratic organizational dictates. Cooperation between Customs and 
rightsholders is generally strong and communication is good.  

• Despite the inadequacy of Hong Kong’s legal framework, the Hong Kong Customs (which is 
responsible for enforcing IP law) has made Herculean efforts to achieve enforcement of the 
principles of copyright law against streaming piracy ISDs and apps.   Several enforcement 
actions have been undertaken, and in one case successful prosecution of an ISD syndicate 
(which was found to be uploading the illegal streams from within Hong Kong) resulted in 



 
 
 
 
 
 
 
 

 

significant (up to 27 months) jail sentences.     The will to achieve effective enforcement is 
clearly present, but the Customs lacks legal and administrative tools for the much more 
common case where upload of the streams occurs outside Hong Kong, and the broadcasts 
are received domestically.   

• We are aware that the EU has sustained an ongoing dialogue on IP matters with the Hong 
Kong authorities, and specifically that the EU supported the 2014 Copyright amendments 
that would have helped update the legal framework.   We would suggest that the EU 
continue an active dialogue with Hong Kong, in which the EU stresses: 

o The harm done to bilateral trading interests by continued unfettered piracy of EU-
origin content by streaming piracy networks.   Hong Kong’s hard-earned reputation 
as a jurisdiction that is supportive of open markets and rule-based trade is put in 
jeopardy by its increasingly lawless digital copyright environment.  (This dialogue 
could usefully encompass not only the government, but numerous civil society 
organizations who have opposed previous copyright amendments.) 

o Concern that bureaucratic distinctions as to the authorities of police and Customs 
are derailing possible enforcement actions under existing laws (fraud statutes).  
Sufficient resources to achieve enforcement should be allocated – to whichever 
enforcement organization can get results! 

o The new EU policy orientation to require internet intermediaries to accept 
responsibility to ensure their networks and services are not misused for 
infringement. 

o Experience in EU countries, where constraints on user access to piracy streams (e.g. 
through site blocking) are demonstrably compatible with free speech concerns and 
civil liberties.   

 
Indonesia 

• The level of IP protection against online piracy of broadcasting content has not changed in 
the last two years.   That said, the incidence of online piracy seems to be growing rapidly, as 
broadband connectivity improves. And in the more remote provinces where broadband 
connectivity is less easily available, we find many local provincial cable operators who 
blatantly broadcast entirely channels of pirated content.  

• The authorities have implemented an active program of administrative site blocking, most 
commonly implemented in the case of content which is pornographic, promoting gambling 
or representing a threat to social harmony.  The authorities have been willing to use their 
site blocking authorities against websites engaged in copyright piracy, and they have created 
specific procedures to be used in this regard.   However, the procedures are slow and unable 
to keep up with the rapid evolution of piracy networks.  Whilst the administrative site 
blocking has been used successfully on several occasion and web monitoring shows that 
after prominent piracy sites are blocked the piracy web traffic declines, the decline is short-
lived as sites morph and are quickly back in business.  

• Following is one example of actual developments concerning a leading piracy syndicate:   
The IndoXXI network has registered 149 piracy websites and 3 mobile pirated apps. Most of 
the websites have been registered just before, or soon after, a government administrative 
site blocking order is issued. When the most popular IndoXXI sites have been blocked, an 
immediate technical re-direct to a new flagship IndoXXI website has taken place, ensuring 
seamless transition for users of the piracy network, which has maintained or quickly 



 
 
 
 
 
 
 
 

 

attracted an equal or higher volume of traffic within days in a number of days.   The 
government currently has no procedures for matching this redirection, other than a months-
long listing of the new site.   

• A recent YouGov survey highlighted that 55% of respondents (all of whom were connected 
online) admitted to using free (pirated) streaming services, with the IndoXXI Lite app at 29% 
representing a larger user base than all local legitimate online video platforms combined 
(19%) 

• A coalition of domestic and international stakeholders have begun to work with the 
government to examine ways to make its piracy site blocking procedures more efficient and 
agile.  

• In its bilateral contacts with the Indonesian government, the EU could urge action to 
substantially improve the agility and efficiency of the site blocking progress, in order to stem 
piracy of – among other content – EU-origin works.   The EU could also, through its training 
programs as well as bilateral contacts, present the Indonesian government with information 
and training that emphasizes the practical experience of some European governments in 
achieving progress in this regard. We also hope the EU can urge the Indonesian government 
to extend the scope of their enforcement activities to local provincial cable providers who 
blatantly broadcast entire channels of pirated content.  

 
Malaysia 

• Copyright laws, introduced in 1987, are out of date.  This has resulted in a deterioration of 
the online piracy situation, as growing broadband connectivity is not accompanied by 
efficient and agile action against piracy networks.   

• The Copyright Act, 1987, last revised in 2012 as The Copyright (Amendment) Act 2012 is 
convoluted and unnecessarily complex for rights-holders to take action with no clear 
standalone offence against those benefitting from piracy.   

• Malaysia has implemented administrative site blocking of copyright infringing sites since 
2015 but the referral process is complicated and lengthy, involving two government 
Ministries. Very few copyright-infringing websites have been the subject of blocking orders; 
even though there have been applications for site blocking of over 100 sites, very few have 
been implemented. 

• In February 2019 the Minister of Communications and Multimedia Malaysia recognised the 
need to streamline the process and speed up action, leading to a Ministerial decision to 
implement substantially reduced referral, review and blocking time-frames, managed by one 
Ministry.   This decision is now subject to implementation discussions within the 
government. 

• In its bilateral contacts with the Malaysian government, the EU could urge action to 
substantially improve the agility and efficiency of copyright enforcement, and in particular 
the site blocking progress, in order to stem piracy of – among other content – EU-origin 
works.   The EU could also, through its training programs as well as bilateral contacts, 
present the Malaysian government with information and training that emphasizes ways to 
achieve an updated and efficient legislative framework for Copyright enforcement online.   

• The government is in the early stages of making a suite of amendments to the Copyright Act 
and it is understood that the amendments are to include the criminalisation of illicit 
streaming devices (ISDs) and infringing applications. 



 
 
 
 
 
 
 
 

 

Thailand 

• While the last two years have seen a number of stepped-up enforcement activities – most 
effectively by the Department of Special Investigations (DSI), the level of IPR protection has 
not changed and indeed the incidence of streaming piracy seems to be growing rapidly as 
broadband connectivity rises. 

• Somewhat recent legislation in the form of amendments to the Copyright Act (Section 32/3) 
and the Computer Crime Act (Section 20/3) were drafted to be compatible with 
international norms and standards for blocking access to IP infringing websites. However, 
there have been multiple challenges with implementation and it will take either a change in 
interpretation by the courts (to approve domain rather than URL blocks) or another 
amendment with more precise wording before an effective site blocking remedy exists in 
Thailand.  

• In December 2018 the Thai government introduced the Centre of Operational Policing of 
Thailand against Intellectual Property Violations and Crimes on the Internet Suppression 
(COPTICS), a site blocking initiative, jointly run by the Royal Thai Police and the National 
Broadcasting and Telecommunications Commission. To date 5 rights holders have made 
referrals to COPTICS against 29 websites and 322 URLs. Of these, 77 URLs have been blocked 
by ISPs under an NBTC administrative order.    

• COPTICs has some concerning flaws such as limited resources, an equally limited remit that 
prioritizes enforcement against websites that sell physical counterfeit goods rather than 
content piracy, and focus on URL blocking (rather than domain blocking), all of which need 
to be addressed. We believe that it would be difficult for COPTICS to block entire domains 
unless rights holders were able to show that ALL of the websites content was infringing, and 
this is a key weakness. If the EU were to propose instituting a “primary purpose”, or similar 
judicial test, it could prove to be a useful solution. Other government agencies with 
relevance to IPR protection, such as the Ministry of Digital Economy and Society and the 
Department of Intellectual Property, have similar challenges in both manpower and 
technical expertise as it relates to online infringement. 

• A recent YouGov study of Thai online consumers found that 45% of consumers use an ISD 
and of those, more than two in three (69%) stated that they cancelled all or some of their 
subscription to legal pay TV services. Local rightsholders express satisfaction with the level of 
cooperation that they receive from most government agencies, but the complicated web of 
bureaucracy that they must navigate still leads to long delays and less effective 
enforcement.   

• There is hope that COPTICS will be able to make the necessary adjustments, in consultation 
with industry, as it becomes clear that the current mission is not effective. However, if 
improvements aren’t made, COPTICS will be unable to become a meaningful anti-piracy 
body. The EU should encourage NBTC to engage constructively and look towards other 
regulators (including where appropriate within the EU) for best practice. In addition, sharing 
best practices for centralizing and streamlining the process of IPR protection within the 
government bureaucracy could be highly beneficial.   

 
Vietnam 

• In Vietnam the level of IPR protection in broadcasting has not improved despite a new site-
blocking initiative being launched in mid-2018. 



 
 
 
 
 
 
 
 

 

• While improvement in Vietnam’s IP laws would certainly be a major step forward, the 
problems we see are more at the enforcement level – the government sometimes takes 
action against online problems (even where there is no obvious legal text that is applicable) 
and at other times is very reluctant to move. 

• Site blocking appears to be managed by the Television and Internet Measurement Centre 
(TIMC) who are under the remit of the Authority of Broadcasting and Electronic Information 
(ABEI). However, there are no clear administrative guidelines governing this process and 
there is no clarity on the process or outcome for non .VN infringing websites. There there 
does not appear to be any clear site blocking regime in Vietnam and the processes available 
are not very transparent. Also, the referral process is not straightforward as it appears to 
require the grant of a power of attorney and the payment of service fees. 

• What appears to happen is that if the website operator cooperates with TIMC on removing 
specifically identified infringing content, the site remains unblocked regardless of the 
amount of infringing content still on the site.  

• Local industry estimates that 95% of content on Vietnamese over-the-top (OTT) services is 
pirated.  

• The government has created the TIMC in an effort to address (some) online piracy in ways 
that do not require it to expend MIC resources.  However, as noted above, the ability of this 
agency to actually address the general piracy problem (as opposed to obtaining take-down 
of some specific works) is not clear.   

• In its bilateral contacts and trade negotiations with the Vietnamese government, the EU 
could urge the Vietnamese action to take concrete action to address systemic piracy in the 
online environment, e.g. through an effective system of site blocking, in order to stem piracy 
of – among other content – EU-origin works.   The EU could also, through its training 
programs as well as bilateral contacts, present the Vietnamese government with information 
and training that emphasizes the practical experience of some European governments in 
achieving progress in this regard.  

 
Singapore/Australia 

• Both Singapore and Australia have made efforts in recent years to improve the enforcement of 
IP rights by legislating a new remedy for rights holders to obtain injunctive relief against 
providers of internet access such that they must block access to specified websites for their 
internet service subscribers.  

• Modelled on Article 8(3) of the EU’s own Directive on Copyright in the Information Society from 
2003, these legislative changes have faithfully reflected the careful balance in the EU Directive, 
specifically by not deeming the ISP to be liable for the copyright infringement being addressed, 
but – in respect of websites based outside the relevant jurisdiction and therefore in the absence 
of a realistic target for litigation or enforcement – being a suitable subject for an injunctive 
remedy. 

• The Australian legislation has since been further amended to include an additional class of 
internet service provider: namely, the providers of online search services, who may now also be 
recipients of court orders requiring them to de-index sites that are the subject of the order. 

 
 

-Ends- 
 



 
 
 
 
 
 
 
 

 

About the Asia Video Industry Association 
The Asia Video Industry Association (AVIA) is the trade association for the video industry and ecosystem in Asia 
Pacific. It serves to make the video industry stronger and healthier through promoting the common interests 
of its members. AVIA is the interlocutor for the industry with governments across the region, leads the fight 
against video piracy and provides insight into the video industry through reports and conferences aimed to 
support a vibrant video industry. AVIA evolved from Casbaa in 2018. 
     

 
 


