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POLICY ROUNDTABLE SUMMARY- 29 October 2018 
 
Opening remarks by Joe Welch, Chairman of the Board, AVIA. Welch reminds participants that the 
Chatham House Rule applies at this event. 

 
Session 1 – Streaming Piracy, Multinational Criminal Enterprises & Associated Crimes 
 
This session touched on how the content industry, governments, and intermediaries can work 
together to disrupt the online piracy ecosystem. Speakers discussed the experiences of the 
aforesaid parties and how they could work together to develop best practices from these 
experiences, to counter piracy.  
 
Enforcement Actions 
 
Representatives from Europe and APAC shared their investigative and enforcement actions against 
the distribution of illicit streaming devices (ISDs) and associated crimes.  A presenter from the 
Spanish National Police shared the results of a successful operation that led to the arrest of suspects 
and their subsequent conviction. The great surprise of the investigative efforts was uncovering major 
links to organized crime. The investigation team uncovered money laundering activity including the 
distribution of illegal set top boxes, as well as major trafficking of drugs. The hard work paid off with 
a conviction of parties involved.  
 
Another speaker, from Hong Kong Customs, presented an update on investigative operations which 
led to successful arrest and conviction of parties involved in the manufacture and distribution of 
ISDs, with sizable custodial sentences for the convicted parties. The particular set-top box in 
question was not considered contraband and it could be used legally and illegally.  However, it was 
being sold as part of a conspiracy to distribute infringing content.  The team had therefore to carry 
out investigations to accumulate evidence to show criminality; it was found that the conspiracy 
members were not only distributing the boxes for the purpose of accessing infringing content, they 
were also uploading some of the infringing TV channel streams. The evidence was so compelling the 
parties pleaded guilty. Custodial sentences between 21-27 months were handed down by the court.  
 
Lack of Legislation on ISDs & Creative Anti-Piracy Initiatives 
 
Several representatives across APAC expressed that their countries lacked specific legislation 
addressing ISDs. There was agreement that in these circumstances creative enforcement and 
application of other existing laws (e.g. fair-trade laws, trademark laws, trade description law) is 
needed to convict ISD distributors.  
 
In addition to creative application of existing legislation, one participant shared the effectiveness of 
consumer education in combatting demand for pirated content. Consumers in their country were 
presented with information regarding how piracy affects smaller, local content creators in the 
entertainment industry. In addition, consumers were educated on cyber security and malware risks 
and were informed that internet availability of pirated content does not equate to legal content. 
Another participant shared how their agency’s cooperation with a tech company, while time and 
resource consuming, led to the take down of pirated content. 
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Pace of Regulation vs Piracy 
 
A couple of participants expressed that government regulators need to keep pace with technology. 
Unfortunately, it seems to be an accepted reality that law will almost always lag behind criminal 
activity. This reinforces the need for creative approaches to anti-piracy. Another participant 
observed that political pressure leading to legislative reform initiatives is always helpful. Currently, 
existing regulation in Europe and some APAC countries, especially around site-blocking and piracy is 
being put to good use.  
 
A participant summed up the importance of each party playing its role in enforcement and anti-
piracy initiatives.  
 

Session 2 – Online Falsehoods and their effects on legitimate news broadcasters  
 
This session discussed the problem of online misinformation and propaganda, and how it affects 
legitimate news broadcasters. 
  
Falsehoods and their uses  
 
There was a recurring sentiment shared by participants that online falsehoods have been heavily 
used to sway public opinion and manipulate the electorate. A participant also emphasized that 
accurate information goes hand in hand with free speech and democracy. Governments of 
democracies need an informed electorate, and thus it is also governments’ responsibility to combat 
online falsehoods. 
 
In addition, falsehoods have been created for publicity and economic gain, where the goal is to 
increase online traffic and consequently ad revenues. There have been various examples of this kind 
of misinformation in APAC. Some of these falsehoods have even led to hostility and violence.  
 
At times, various methods have been employed by creators of falsehoods to give credence to their 
content, such as the use of traditional media outlet branding or voice and image manipulation 
software.  
 
The report of Singapore’s parliamentary Select Committee on Deliberate Online Falsehoods was 
distributed, as a leading regional example of thought about these issues. 
 
What can be done?  
 
While it is difficult to control the production of online falsehoods, traditional news media at least has 
the responsibility to debunk falsehoods on the internet, and make sure they are not 
repeated.  Multiple participants shared tools and strategies to maintain the authenticity and 
integrity of news, such as the use of news verification apps, collaborating with social platform 
providers to find solutions, and reviewing reporting practices within their organizations.  
 
In addition to focusing on the quality and integrity of news produced by traditional news media, 
there was an emphasis on education of the public, especially pertaining to how news consumers can 
verify news for themselves and how consumers, especially children, should learn to be critical of 
news they consume. Lastly, one participant suggested the need for media outlets to be 
authoritative, but also transparent, especially when they do not know something or when something 
needs to be confirmed. 
 

https://sprs.parl.gov.sg/selectcommittee/selectcommittee/download?id=1&type=subReport
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Session 3 - “Lighter Touch” Regulatory Approaches for OTT 
 
What is considered OTT?  

1. Telecom services where video component is incidental to the messaging service 
2. Curated video services from content providers, pay-TV operators and telcos who are in the 

video business 
3. Social media platforms with user-generated content (UGC) 
4. Pirate services 

 
All services target the same audience. However, the industry message to regulators is that (2) is very 
different from (1), (3) and (4). Therefore, self-regulation or light-touch regulation is highly 
recommended in order for (2) to be competitive, particularly vis-a-vis (4).  
 
Light touch & self-regulation  
 
In the APAC region there is a move toward light-touch or self-regulation executed by providers of 
curated video services. A recurring theme throughout the discussion of lighter touch regulation and 
self-regulation code for OTT is the need to ensure that sensitivities specific to local contexts (i.e. 
cultural values and standards pertaining to race, religion, violence, terrorism, etc.) are addressed by 
content services. Another key point was the need to protect youth, both in the need to control the 
content they consume and the need to prohibit child pornography from reaching users.  
 
An ASEAN Self-Regulatory Code has been subscribed by a broad coalition of leading OTT providers in 
this region.  Through collaboration between industry and governments, this approach has proven to 
be successful. Other participants discussed the need for a mix of co-regulation, self-regulation, and 
lighter touch regulation. 
 
Closing remarks by Louis Boswell, CEO, AVIA. Boswell thanks the presenting sponsors of the Policy 
Roundtable, including Disney, NBCUniversal, 21st Century Fox, and AT&T/WarnerMedia.  
 
 

 
 


