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Session 1 -  Managing Copyright Policy in the Digital Age  
The introduction of new technologies has made increased amounts of higher quality content available to 

consumers anytime and anywhere. At the same time, it has also made content piracy easier and more 

widespread. In this session, representatives from the UK and various APAC countries presented their 

perspectives on the increasingly complex task of managing copyright policy in the digital age. Regulators and 

industry members discussed what they have already done to protect intellectual property rights, and what 

more needs to be done on this issue going forward.  

Legal Actions 

The majority of jurisdictions represented were engaged in an effort to review and update their copyright 

legislation to address the challenges posed by the digital era. Some of the countries represented had already 

managed to successfully amend their legislation; others, who were still engaged in the legislative process, 

looked at how they could use existing legislation to take legal action against pirates in the meantime. Examples 

of successful legal provisions discussed include: site blocking provisions; notice and takedown provisions 

(however, it was agreed that this measure is relatively less effective, especially against streaming piracy); and, 

equalizing online and offline infringement penalties. Importantly, however, there was a strong sentiment that 

governments and industry cannot rely solely on legislation to fight piracy. Because the industry evolves rapidly, 

and the legislative process is slow, it was agreed that a range of approaches should be used to fight online 

piracy.  

Intermediary Engagement  

One of the key components identified in combatting online piracy was cooperation with various online 

intermediaries, including internet service providers (ISPs), search engines, and e-commerce platforms. 

Cooperation with intermediaries was deemed necessary to effectively deal with online piracy, however 

regulators and industry members acknowledged that coming to an agreement with online intermediaries on 

the actions they should take can be difficult, as there are often few incentives for these intermediaries to 

cooperate. It was suggested that there needs to be an obligation for online intermediaries to play their part in 

preventing online piracy, without holding them legally accountable for the behavior of their users on their 

platforms. While there are already government-promoted voluntary frameworks in place to achieve this in the 

EU and the UK, there is still work to be done in APAC.  

Infringing Websites Lists (IWL s) & Disrupting Ad Revenue  

Across a number of countries, one of the most successful anti-piracy measures put in place has been the 

establishment of infringing website lists (IWL). These lists can help legitimate brands recognize when their 

products and/or services are being advertised on an illegitimate website. When legitimate companies remove 

their ads from these websites, not only do they protect their brand integrity, but they also disrupt the revenue 

streams of pirate syndicates. The discussion revealed the view that a global, collaborative IWL would be 

desirable, but not sufficient in fighting online piracy, given the multiplicity of languages on the Asian internet.  

Global Cooperation  

Online piracy is conducted on a global basis, and there was consensus that cooperation between governments, 

enforcement agencies, rights holders and online intermediaries, domestically and internationally, will be 

required to solve this problem.  

Session 2 – Illicit Streaming Devices (ISDs) – The Perfect Storm for Content Piracy? 
Illicit Streaming Devices (ISDs) pose one of the most significant threats to creative industries globally. APAC 

was one of the earliest regions in the world to experience the negative economic impacts of ISDs on the media 



   
and broadcasting industry. Despite being exposed to the problem early on, today, APAC still lags behind other 

regions in responding to the issue. In this session, representatives from Asian countries and the UK discussed 

their experiences with the challenges posed by ISDs. The UK, which is at the forefront of ISD enforcement 

internationally, provided insight into how its government and industry members have been managing the 

problem.  

Issue of ISDs 

The proliferation of ISDs in Asian markets and other regions around the world has been swift. Reasons 

provided for the rapid spread and adoption of ISDs included the following: ISDs and subscription packages are 

relatively inexpensive to purchase; they offer a wide range of high quality content; they are user friendly; and, 

they often appear to be legitimate sources of content, especially when users can purchase them from 

reputable e-commerce platforms, such as Amazon or Alibaba. Barriers to stopping the spread of ISDs were also 

identified, and included: the lack of effective legislation in most jurisdictions; the fact that the hardware 

devices themselves are often not illegal; and, the fact that ISDs often do not host infringing content, and 

therefore it can be difficult to find evidence that they are infringing copyright.  

Keys to Enforcement  

Despite the severity of the issue and the difficulties associated with enforcement, the UK and other countries 

demonstrated that there are still effective steps that can be taken to help reduce the problem: 

• It was stressed that governments can help their industry members better understand how they can use 

existing laws to prosecute against ISD syndicates, until copyright law can be properly updated. Some 

jurisdictions have successfully prosecuted against ISD syndicates using conspiracy to defraud charges. 

However, it was re-emphasized that the legislative process and court cases move slowly, and that there 

therefore needs to be a multi-pronged approach to enforcement. 

 

• One of the most demonstrably effective mechanisms discussed was dynamic site blocking. In the UK, this 

has allowed industry members to cooperate with ISPs to block infringing streams. When ISD syndicates 

react to a court’s blocking order by switching servers, this then allows industry members/ISPs to 

automatically move their blocks and continue to disrupt the illegal stream. This approach is successful 

because it enables industry to move at the same pace as ISD syndicates.  

 

• Industry members and governments have also found some success in working with e-commerce platforms 

to ensure that ISDs are not being sold on their websites. This measure requires that the key search words 

used to identify ISDs are regularly reviewed and updated.  

 

• Because consumers are often unaware or uncertain about the legality of ISDs, another effective way to 

fight ISD piracy that was discussed was raising consumer awareness about the illegality of ISDs.  So far, this 

has mostly been pursued through consumer awareness campaigns. However, the desire for clear, public 

statements from governments about the illegality of ISDs was also emphasized.   

Session 3 – Consumer Protection and Content Protection – The Same Battle 
Research over a number of years shows 3 key drivers of behaviour which sit behind decisions to access pirated 
content: 1) easy (still easy to find streams; very easy to use the plug and play boxes); 2) socially acceptable 
(research in Singapore showed 73% thought everyone did it); and 3) misjudged risk (73% of parents don’t think 
children access pirated content but this is not in line with reality). 
 
How are Piracy Websites Funded?  

Piracy eco-systems are funded either by subscriptions or by “high-risk” advertisements. Across Asia, the top 
advertising categories on pirate sites are malware ads; sex industry; online gambling; scams; other 



   
unauthorised download sites. The majority of advertisements are sex industry and malware ads, apart from in 
Taiwan and Indonesia which are more heavily weighted to gambling advertisements.     
 
Risks of Accessing Piracy Websites 

Most parents are either unaware or discount the risk of advertising on pirated websites. But there is a rising 
incidence of pre-teen porn addiction and this is a serious problem becoming more recognised by an increasing 
number of governments. The UK was first to recognise this as an issue with 12-13y olds often stumbling across 
online images for porn accidentally. 
 
Predictions by McAfee Labs for 2017 identified the following risks: increase in ransomware attacks; more 
victims targeted by spyware and remote access trojans (RATs); rise in malware attacks; increased use of apps 
for malware; and more home devices being targeted and exploited for personal data. 
 
More consumers are starting to recognise the increasing threat from malware. Media players are especially 
vulnerable to malware, for example through subtitle apps (via a KODI addon) with embedded RATs, potentially 
leading to total remote control over the host computer. The type of malware which is embedded is particularly 
nasty, it can enable remote communications; steal banking data; enable webcam to be used remotely or can 
be used to record the user (creating a real risk of sextortion). How are they spread? Instructions easily 
available on hack websites, YouTube etc, explaining how RATs can be embedded in torrents and content. 
 
Ransomware  

Ransomware has also become a rising phenomenon. Initially started in 2005-6 in Russia with basic viruses 
over-writing a user’s existing files which could only be unlocked on payment for a simply crypto key. This has 
evolved over time to more sophisticated methods and demands, fuelled by developments in bitcoins which 
facilitate anonymous payment. Most ransomware is delivered through malware embedded in pirate sites and 
has started to move on from targeting individual users to more targeting of businesses. It is also becoming a 
global phenomenon, e.g. “Wannacry” impacted over 230,000 computers. Even paying the ransom doesn’t 
guarantee the data will be returned.   
 
Bitcoins & Bitcoin Mining 

An increasing risk and enabler of piracy; often now being used in ransomware payment demands. Embedded 

malware for bitcoin mining can lead to increased impact on a user’s computer, including increased wear and 

tear on computer, increased electricity consumption and no benefit whilst the pirate is potentially generating 

US$2.96m p.a. 

 


